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WS1 UEM Server Topology (1.2 Million Devices)

HTTPS 443 - HTTPS 443 (MDM Services)
<
D Internet __ HTTPS 443 (MDM Services)
{i

Port 443

External
Devices

HTTPS 443|(MDM Services)
Port 443
i |
Administrators 1 T |
External Firewall
,,,,,, Port443
Port 2001/443
Port 80/443
Port 80/443
DMZ
AW Device Services/SSP x12
16 GB™y 4 Core (T 80 GB & (Each) evice Services/SSPx
E Port 11211
T_I_T Port 11211
Yy
_____________ | R I —— — — —— ———— — e — — — — — — -
| | [l 16c8%2corel 20682 (Fach) oy, Corely 30 GB &H{Each)
l I | —]
—————————— Internal Firewall
g | S— — — — » )
Port 11211 °
MemCache Server x2 —
A
Internal AW Console x3 Port 1433 —] Port 433 Rsccx10
N etwo rk Policy Engine x2 o > o
‘ Port 1433 @ < Port 1433 B
AW DB Server
3578 %y 112 core @ 5T &
*
Note: RSCC interacts with Content pull endpoint on Console servers(3)
* *
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Application Server Configurations (VMs)

Recommended configuration

(O Windows Server 2016
Microsof L Server Enterprise 2016: Core-
>QC senven bascezsl?ictei?inz%ﬁbit) rerprise 2016: Core
SQL Server version 13.0.5149.0
Database Server vCPU 28 cores x 4 sockets (112 CPU)
VRAM 3.5TB
Total DB storage 5TB
Stora’lg’;ansactlon Log 500 GB
Temp DB storage 1TB
(O Windows Server 2016
3 X Admin Console vCPU 2 cores x 4 sockets (8 CPU)
2 X Policy Engine VvRAM 32 GB
Storage 95 GB
(O Windows Server 2016
12 X Device vCPU 8 cores x 2 sockets (16 CPU)
Services VvRAM 16 GB
Storage 95 GB
(O Windows Server 2016
3 X APl Server vCPU 2 cores x 2 sockets (4 CPU)
VRAM 16 GB
Storage 95 GB
(O CentOS Linux release 7.4.1708
MemcCached Version | 1.4.36
ZXSI;/:?IL:Cached vCPU 2 cores x 1 socket (2 CPU)
VRAM 16 GB
Storage 25 GB
(O Windows Server 2016
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vCPU 4 cores x 2 socket (8 CPU)
21X AWCM VRAM 3 GB
Server

Storage 25 GB

0S Windows Server 2016

vCPU 2 cores x 2 socket (4 CPU)

10X RSCC Server
VRAM 8 GB
Storage 100 GB

Note: Load balancer is configured to offload DS requests on the application server

VM Host Configuration

Recommended configuration

A154*&170¢ BO//*T39G*!1L0;"7=0*#FPJ

1:190551;*+W:0* T340/>#@*013>#@*!/-4836E*iIHC&*)IN*k*KGIJ AV

<IN * P519R045%\*Ki*91;05
Database Server D1=89-/*1;190551;5 KKP

AW:0;*4Z;0-783% '948<0

<H#& * P*+Q

,41;-=0*Z-;7L-;,0 * IN#"*$8.0;*)Z-330/*B85R*>$/-57*B;8<0@

A154*&170¢ BO//*T39G*!1L0;"=0*#cPJ*

1:190551;*+W:0* T340/>#@*013>#@* 1/7*cI"K*)IN*k*KGIJ AV

QIN * K*519R0AG5H\ KK ¥Q 11 Q5 ** ikttt ok ook
AirWatch Servers D1=89-/*1;190551;5 i *

AW:0;*47;0-783% '948<¥

<H#& * OIK*¥Q*

,A41;-=0*Z-;7L-;,0 * IN#"*$8.0;*)Z-330/*B85R *>$/-57*B;8<0@

Reference Data*

8%,* KJJ_*
)6541E0;*%’'5 * K*
)134-830;*%" * KcicP *
Organization Groups B0<890*B854,;8.64813 #-371E *
D-;=054*%"* IFi_ *
E-Il 054*%* | *
Administrators +14-/*'9916345 IP*
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D1==07*T8 1 *
Users +14-/9916345" OMH_*
Smart Groups 70< 8;8355*58\/05**""\_* PP _*
T340;34 KA+
Applications
(For BYO devices) 16./89 * I~ *
N3E-3-=07 * J*
":/89-48135U1J *
Products . SYQ%Z%;‘E:;%%;SY!; Lol $8/05"-37948135K0c*
1;6128/05@" *

Profiles ‘II*+W:05* cJ*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
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#091EEO037-48135*

*

+20%21//1L.83=*504483=5*%-37*;,091EE037-48135*-;0*:;1<8707*-240;*10;21;E-390*40545*L0;0*569905526//\
91E:/0407*21;t&8//81370<8905U
SQL Server Recommendations (same as 9.7 and 1902 recommendation)

G "77*1*40E:7.*28/0*:0;*91,;0*>I1 K*40E:7.*28/05*21tK *91;,0@
K&'77*+,-90*2/-=5*83*,4-,46:*1-,-E040;5*21;*nE55X/50;<0;n*50;<890*-5*:0;*&89;151¥24
06,04*0D19R*!-=05*83*&0E1,Wp*:;8<8/0=0*21,;*420350:981634
P&B85-./0*n(-E07*18:05n*-37*"3-./0*n+)!YTIN*304L1;R*:;14191/ *

"3 T39;0-50*&-\8E6E*M1;R0;*4Z;0-75*83*50;<0;*:;1:0;4805*41*nH JIn*

cG ,04*0&-\*B0=;00*%2*!-;-//0/85Ep*41*K*-37*0)154*47;0521/7*21;*!-;-//0/85Ep*41*"J
HG&"3-./0*0#0908<07*,870*59-/0p*504483=*2DA( 1;R*'7-:40;*13*,CD*50;<0; *
iG*,04*0B0/-W07*B6;-.8/84Wp*6370;*7-4-.-50*:;1:0;4805*q*0$1;907p*41*,07690*M;840D1%:*L-845

Hardware Recommendations (same as 9.7 and 1902 recommendation)

IG "3-./0*(04L1;R*T340;2-90%)-;7*0#0908<07*,870*,9-/83=p*21,*022898034*7 884356 *304L 1,R*
;0908<0*:;1905583=*-9;155*E6/48:/0*)IN5*13*-//*50,<0,5]*839/6783=*,CD*50;%0;G

K&)Z-3=0*"j*A154* :1L0;*E-3-=0E034*41*0A8=2*10;21;E-390p*>6:7-407*L8371L5*:1L0;*
:1/89805@

WS1 UEM Application Servers Settings and Recommendations

IG N:7-40*M,l *N"&*-: :/89-4813*50;<0;*4FJ H;0<8581BK*
K&,04*1,17694*!,1<8581383=*'"M)&*+Z,;144/0*#-40T*
06,04*1;17694*1;1<8581383=*)1EE-37*#0/0-50*Q-49Z*,8V0#KJJJ*:0;*K*E835
P&,04*)0;48289-40*!;128/0*16./852*$;0X6039WU*13J

G ,04*::/0*1;128/0*T354-//-4813*Q-49Z*,8VOVI3*>changed from 300 in 9.7@
cG ,04*8%,*B0<890*T3KX15*10;*,09137UOI
H&,04*$-54D-30&055-=0#-40&6/48:/0UIG*

IG* "3-./0*0<034 *%1=*91351/87-48131328=*28/0@

-G +Z216=2*42050*9Z-3=05*L0;0*7130*83*IFJIK]*
n'MG)Z-3=0"<034GC6060,0,<890G0\0G9132@8/0*Z-5*41*.0*6:7-407*-=-83*-240;*
6:=; -783=*41*IFJH

F&"3-./0*'641 *04,W*50348
[JGN50*5E-;4*=;16:*:-49Z*1T*41*-77*.6/R*12*650;5*41*0\85483=* E-;4*";16:**
[IG#,))* 5:09828991EE037-481353

-G "3-./0* .0/ 1L*20-%4;0*2/-=5Y

8G#0/-W,0;<0;)/167)1330941;$0-46;0%/-= **

8806//,0;,<890T354-//050-46;0$/-=*
.G ,W540E*9176BQ@&Z-3=05U*

10
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8G#0/-W,0;<0;)/167)1330941,"::/89-./0)1EE-37#04,80<-/Q-49Z,8VOU*KJII  *
88G0/-W,0;<0;)/167)1330941;&-\)1EE-37C6060T40;-4813U* *
888&0/-W,0;<0;)/167)1330941,Q-49Z,8VOU*J*
9G #,))* 91328=6;-481B3*470*91351/0
86G!6//*$;0X6039WU**
88@&-\*:6//*9133094813U*F
888&-\*1657*)1330948135 U*"3
8<(G#0:1;4*,4-465*Q-49Z* 8VU*K*

Note:
S40:5*41*8E:/0E034*1;*03-./0*;091EE037-48135*;0/-407*41*,CD*50;<0;]*A-;7L-;,0*-37M,l *N"&*
':1/189-4813*,0;<0;*504483=5]*-/13=*L84Z*91E:;0858<0*0\:/-3-48135]*-;0*=8<03*&Z0G-::0378\G *

*

+054*B0283848135

*
*40548541*58E6/-40*70<890*/1-7*6583=*$-/913*-37*-7E83854;-41,;*-948<84W*6583=*D1-7*#6330;*83*4Z0
M,I *N"&*SWS540EG*MO0*;-3*4Z;16=2*78224780545*41*7040;E830*4Z20*-;92840946;0*4Z-4*983*5654-
;0-/85489*-948<84WtZK&8//81F0<8905G*+Z0*4054*91E:1507*12*5903-;815*L84Z*L1;R/1-75*7028307*
.0/1LG*
*
+Z0*40545*.0/1L*L0;0*9;0-407*41*702830*-*4W:89-/*L1;R2/1L*21;*/-,=0*9654 1EQ;5*6583=*"8ZAB7,
70<8905*-37*Qf%B*65@-505*13*4Z0*5-E0*8354-3%F+Z0*40545*0391 E:-55*-,0-5*/8 ROK7694*
1;1<8581383=]*:/89-4813*Y*128/0*:65Z-839/678330;48289-483T*/1-7*-37*E6/48e TE83*65-=0*12*4Z0*
-:1/89-4813G

Scenarios

Q0/1L*5903-;815*702830*26//*/=030;-407*21;*420*4054
Scenario 1

,83=/0*1;17694*16. /85Z*L.84Z*".:*.Z8/0*.6./85Z283E30*8340;3-/*/89-4813 *37*K*!;128/05*
o "77*-*&-3-=07*T340;3-/*::/89-4813*-37*-558=3*84*41&8//81370<8905*4Z;16=2*!;17694*
1;1<8581383=*<8-*91351/0
o "77*-*&-3-=07*T340;3-/*'::/89-4813*-37*-558=3*84*4KIJ_*8%,*70<8905*-240,216;*124Z0*
-.1<0* 1;17694*.6./85Z**
o '"TT*K*1;128/05*>8%,*-37*'37;187 @*LIBALA8289A4(B),*)' @*-37*:6./852*84*41*]_*8%,*-37*
[J_*'37;187*#6==07*70<8905*-240;*K*Z16;5420*-.1<0%;17694*:6./85Z*
o Q-9R=;1637*/1-7*E03481307*.0/1LE-5 *63383=*4Z;16=2164*4Z05%
*
Scenario 2
16./85Z283=*E6/48:/0¥176945*4*1390#1**"O0_*70<8908'3=*.842*?!1*-37*1;128/0*:6./85Z*
o* 16./85Z*1J* 1;,176945*>"::5*P]*$8/05*-37*'948135*"*-37*!:128/0*| @*4Z0*5-E0*48E0*4TO *
70<8905

1
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o* "3-./0*641 *04;W*21;**1;176945
o 240 %1*Z16;*-77*-*?11* +1R03*L84Z*O*"::5*-37*KIJ*/8903505*-37*-558 =3*84*41*KJJ_*8%,*
70<8905
o "TT*K*: ;128/058%,*-37*'37;187@84730;482894(B),*)' @*-37*:6./852*84*41*1J_*8%,*-37*
[J_*'37;187*70<8905*-240;*1K16;5*12-.1<0 e£03481307%17694*6./85Z*

*

Scenario 3
,4-==0;07*: 6./85Z8332E6/48:/0*!;176945*41*"O0_*70<890D3=*L.84Z*?11*-37*1,128/0*.6./852Z
o* 16./85Z*121J*1;176945 *>'::5*P]*$8/05*-37*'948135*"*-37*!:128/0*| @*ADO *70<8905
0* ' 948<-40%;17694*0<0;WOIE8H4B*
o* "3-./0¥'641*,04;W*21;**1:176945
o* '240;*1*Z16;*-77*T340;3-/*-::/89-4813*-37*-558=3*84*41*KJJ_*8%,* VB89
o '7TT*K*1;128/05>8%,*-37*'37;187@*L842*)0;4>'B),*) @*-37*:6./1852*84*41*1J_*8%,*-37*1J_*
'37;187* E-;4:2130*70<8905*-240;*KZ16;5*12*!;17694*.6./85Z
*
Scenario 4
,L8497*2;1E*#,))*41*)B ,* 76;83=*1;17694*16./85Z
o* 16./852*-*:;17694*41*00_*70<8905
o* 41:*#,))*L8371L5*50;<890*13*-//*#,))*50;<0;5 *
o* B0e948<-40*-/[*448))*;0/-W*50;<0;5*13*420*91351/0*
o* 04*#0/-W,0;<0;)/167)1330941;$0-46;,0 $/-=*412-/50¢
o* 4-:.4%)B, *
*

Background Load

Workload A — Device Samples
o+ T340;;1=-41;*E:/05 *0<0;W*i*Z16;5*
o* './89-4813*
o* $8/05Y-94813
o* 1;128/05
0* "<0345*-94818
o* (04L1;R*5-E:/0 *
o Q0-913*-E:/05*-37*91EE-37*9Z09R &B3*0<0;W*I*Z18;
o rl.*-E:/05 *
o+ ' 1<0*<-/605*-;0*78;094/W*:;1:1;4813-/*41*36E.0;*12*70<8905%4*-,0*:-;4*124Z0*4054
o* #63*96541E870\*[1.*0<0;W*KP*Z16,;3**
o* #63*:6;=0*[1.*0 <O;W*KP*Z16'5
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Workload B — Console Ul Test
%<0;<80LU*+054*58E6/-4057E83854;-41;53-<8=-483=*-;1637*420*91351/0*NT

B04-8/5U
o+ (BE.0;*12*650;5* SHJ *
o+ *7TE83854:-41:*L8//*3-<8=-40*41*78220:034°% 5 /1.-/[*Qf%B]*(-E0S HI]*(-E0s"HO]*
(-EOs"Hi@ *
o+ 'TE83854;-41;*L8//*3-<8=-40*78220;0344BDL'5*83*-3+04*
0* ':/89-4813*>1;176945@]*;128/05*>1;:176945@]* E-:4*;16:]*B0<890*-37*!:17694*/854*
<80L*
o+ '7TE83854;-41;5*8//*3-<8=-40*41*B0<890*B04-8/5*:-=0*21;*78220;034*70<8905*-4*78220;034*% *-3"
3-<8=-40*41*4Z0* 0/1L*4- 5G
0* 1:176945Y(04L1;RY+:16./0521148350:48289-405*4~.5
o D1-7*#6330;*)1328=t/
0* #-E*67*  SH*650;*0<0;W*J*5091375
0* ,40-7W*54-40*76;-4813t J*E836405
0* #-E*71L3* S¥W650;5*0<0;W*OJ*5091375

Workload C — APl Usage Test
)135870;-48135U
o* #63*'1T*9-//5*.-507*13*Z28=2*1T*65-=0*0548E-405*2;1E*M-/E-;4*
QU/1L*4-./0*7028305*1T*4Z-4*L.8//*.0*405407*-5*:-;4*12*4785*L 1;R/1-7]*L842*420*0\:09407*;-40
API* Expected number of transactions per hour *

(during Business hours: *Peak)*

);0-40*%;=-38V-4813*";16: * 10;YALG; *
);0-40* E-;4*;16:  * 10;YALG; *
);0-40*N50;* ;16: * 1J*10;YALG; *

"77*650;5*41*650;*=;16:* +Z85*IT*L8//*.0%;63*-5*:-;4*12*478903-;81P*

B0-948<-40*!;17694% 10;YALG; *
':/89-4813*,0-,9Z * J*10;YALG; *
B0<890*,0-;9Z* 1J*10;Y*A16; *
+6330/*'1T*41*20492*MZ840/854*12*76<8905 1J*10;YALG; *
+6330/*1T*41*9Z09R*82*-*70<890*85*MZ840/85407*1;*; KPJI*I0;YAL6;*
+6330/*'1T*41*=04*91328= [*10;YAL6; *
":/89-4813*-77*1T*-37*4203*.6./852*84*.847*!;17694 c*::5 YAL6!

vmware
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Workload D — Device side Force reprocess of Products
%<0;<80LU*+Z85*540:*L8//*58E&):&60;83=*12*21;90%;0:;19055*12*!;176945*2; 1E*70%890
o* +:8==0;*cJ_*B0<89®1;90*;0:;19055*:0;* Z216;*4Z;16=2164*4Z0*4054
o* 8E6/-40*2-8/6;05*410d* ;0/-W*50;<0;%*

*

%64*12*,91:0

o
o

o

o

o*

o

o

M, I*-:**<TB&*5903-;815*L0;0*314*9135870;07 *
+;-3520;*48E0Y/-4039W*.04L003*)B,*-37*#0V*,0;<0;5**

BO<8908-E:/0 *1-7*4Z-4*85*58E6/-407*71053b4*9135870;1B680;*37;187*'=034*<0;5813
)%!"*03;1//E034*2/1L *

,"*-37*+6330/*,0;<0; *>N"@*/1-7*8080<8905*784483=*,""Y+6330/*,0;<0;
11L0;*QT*4Z-4*.6//5F-4-*78,094/W*2;1E*BQ

M,I*N"&*'3-/W4895 * -5*314*03-./07*

14
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+054*%.50;<-48135*D1-7*+054

o*

o*

o*

o*

o*

M, *N"&*'::/89-4813*,0;<0;5*Z-37/07*4Z0*/1-7*=030;-407*4Z;16=2*
1,517694Y"::/89-4813Y!,128/0*:6./85Z]*B0<8905*)Z09R*83]*)1351/0*N50;5*-37*IT

'<0;-=0*)IN*648/8V-4813*13*B0<890%*,0,<8905*50;<0;5*L-5*-; BG* OKd*76,83=*420*4054*-37*
5:8R05*-;1637F Jd*0-9Z*48E0*4Z0;85*28=2*832/1L*12*70<890*5-E:/05

,CD*50;<0;*L-5*54-./0*-37*-<0;-=0*)IN*648/8V-4813*L-5*PJd*L842*:0;81789*5:8R05*6:*Ad¢f*
76;83=*26//*/1-7*LZ2897*839/6705*!;,17694Y"::Y!;,128/0Y ,-E:/05*-37*IT*/1-7

i*"Q *12*EOE1;W*L-5*6507*13*B,*-37*c* Q*13*)1351/0*50;<0;*76;83=*4285*26//*M.-7

'<0;-=0* | K%&Q:5 *12*304L1;R*.-37L874Z*L-5*6507*13*0-92*B,*50<0;%56,83=420*4054*
76;-4813*

B6;83=*26//*/1-7*L0*1.50;<07*-3*-<0;-=0*123" *A++!, *0X60545*.083=*:;1905507*:0;*
509137%9;155*-//*] K*B,*50;<0;5*-37*L0;0*-./0*Z-37/0*4Z0*/1-7*022898034/W
+Z0;0*L0;0*31*91EE-375*21637*83*4Z0*E055-=0*X60605*13*-//*-::/89-4813*50,<0,5*-240;*4Z0*
4054G*+Z85*58=3828tBN5488L6/7*:;19055*-//*4Z0*91EE-375*X60607*76;83=*420*4054

o* MO*5-L*5/8=7#839,0-50*83*,05:1350*48E1#91351/0*:-=0*/1-75*-5*L0*Z-<0*-7707*E1,0*

*

70<8905]*-::/89-48135*-37*:;17694%

(140U

N370;*630\:09407*91354-34/1-7 |*4Z0*B,*50;<0;5*E-W*648/8V0*1JJd*)IN*-37*54,6==/0*41*
;091<0;*63/055*4,;-2289*85*40;E83-80/4*12*42864-37- ; 7*20-/4Z*9Z09R5*8E:/0E03407*-4*420*
D1-7"Q-/-390;G*T2*4Z0*50;<0;*913483605*41*;0908<0*,0X60545*:-54*9-:-984W]*84*E-W*.0*;0X68;0
4%0;21;E*TT,*;0504*41*9/0-;*X60607*;0X60545*-37*,046;3*41*31;E-/*1:0;-4813G

15
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.0:<0:*10:21:E-390* " :-:Z5*

Result Set based on Scenario 2:

!II#$%#&I()II*+II,+*#II!

Yo#+*

16./85283=*E6/48:/0*:;176945*-4*1390*-/13=*.8341228/0*:6./85ZG*:Z2*5Z11.5*4Z0*5W540E*Z0-/4Z*76;83=*
1J *;176945*:6./85Z*4¥*O0Q *37;187*#6==07*70<890%'B),*90;48289-40*,128/0*41*8%,*-37*'F;187*

70<8905# *0-9Z@***
CPU Utilization

CPU Utilization

API Server

NRITIN

1600

i

1200

04:00 06:00 08:00 1000 1400 1800

DS Server

T

L
8 Al i
| s‘\\( “;‘,1 li‘ [

|
Gl

04:00 06:00 08:00 10:00 1200 141

= WDCI-APIO1
= WDC1-API02
= WDC1-APIO3

= WDC1-DS01
- WDC1-DS02
- WDC1-DS03
- WDC1-DS04

WDC1-DS05
WDC1-DS06
WDC1-DS07
WDC1-DS08
WDC1-DS09
WDC1-DS10

wne1nert

Console Server

= WDC1-CNO1
= WDCI-CN02
= WDC1-CNO3
— WDC1-CNO4

WDC1-CNOS

I B L L

. et |

04:00 06:00 08:00 10:00 1200 1400 1600

SQL Server

- WDCI-DB 0%
‘ h'
04:00 06:00 08:00 1000 1400

1200 16:00 800

76%

Observation:*< 0;-=0 *)IN*648/8V-4813*13*,CD*50;<0;*L-5*-;163 D ad*-37*21;*B,*50,;<0,5*84*L-5*

.0/1L* ONdG*)1351/0*-37*'1T*50;<0;*)IN*65-=0*L-5*.0/1L*

Available Memory
Available Mbytes

AP| Server

= WDCI-API01
e = WDCI-APIO2

= WDC1-API03

16:00

DS Server

~ WDC1-DS01

- WDC1-DS02

= WDC1-DS03

N ik ot
et beaovegpa ~ WDC1-DS(
WDC1-DS¢

Pttt WDC1-DS!

e it oY

WDC1-DS!

04
05
06
07

WDC1-DS08

WDC1-DS(
- WDC1-DS!

wne1ne

09
10

11

130168
11.9868
130568

9.076GB
93468
94368
107368
11.7968
104568
105368
102268
93168
105968

121268
10.9168
12.98G8

KJd*L84Z*5:8R05*6:*4d¥d *

Console Server

- WDCI-CNO1 265768  2880GB

= WDCI-CNO2 242368

16.52 68

- WDCICNO3 269168  27.85GB

- WDC1CNO4 294868  29.92GB

WDCICNO5 292368  29.76GB

16:00

SQL Server
576.30 6B

— WDCIDB  57611GB  57630GB

272568
229868
27.0368
206568

204368

576.26 GB

Observation:*<0; -=0*i *Q *EOE1;W*L-5*6507*13*B,*50;<0;5*76;83=*4Z0*408¢3F* Q*12*EOE1;,W*
L-5*6507*13*)1351/0*-37*1T*50;<0;5 &

*

vmware




!Il#$%#&l()ll*+ll,+*#ll!

Requests/Sec
DS Server

- WDC1-DSO01
- WDC1-DS02

- WDC1-DS03

- WDC1-DS04

WDC1-DS05

200 WDC1-DS06
WDC1-DS07

0 - WDC1-DS10
04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00

*

Observation:*'-97*B,*50;<0;* :;1905507*IP *0X6054%509*13*-<0;-=0*L84Z*E-\*;0X6054*6:*AAPi*
;0X6054Y509G*+Z050*%;,0X60545A-t01, *0X60545*L.847*, D*:-55*47;16=2*504483=5*13*$"/1-7*
-1-390;G**

Network — Bytes Received/sec

185MB/s  7.1MB/s

= WDC1-DB-Bytes Received/sec

Observation:*B,*L- 5*,0908<83=*6:*4E*QJ*&Q*12*7-4-*76,83=*4Z0*-948<0*:;17694Y:;128/0Y-::/89-4813*
:6./85Z3<0;-=0*QW405*#0908<07Y,09*21;*B,*L-FGKQ Y5*-37*21;*,CD*50;<OHGI&QYS

*

Network — Bytes Sent/sec(During product/profile/application publish)

17
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SQL Server

== WDC1-DS08-Bytes Sent/sec

= WDC1-DB-Bytes Sent/sec

Observation:*B,*L-5 *503783%6:*41KPB%&Q*127-4-*76,83=*4Z0*-948<0*:;17694Y:;128/0Y-::/89-4813*
:6./85Z2*37*,CD*50;<0;*-<0;-=0* QW405*,034Y,09*L-5*KP*&8%0;-=0*QW405;034Y,09*13*B,*L-5* PG*
&QYS376;83=420*4054

SQL Server Activity

, WalMart WDC 22557
s/sec 25
Total 69736 46833
— iz 0% 6 36%

ObservationU8*-<0;-=0*12* KFiiF *Q-492#0X6054Y509*L-5*1.50;<07*13*4Z20*7-4-.-508*-<0;-=0 *
12KK"MH4;-35-948136509*L-51.50;<07 *13*4Z0*-::/89-4813*7-4-.-50*-37*420*1<0;-//*-<0;-=0*
4;-35-948135Y509*L-6FHOCc®;81789*5:8R05*L0;0*1.50;<07*13*B-4-.-50*50;<0;5G*+Z85*L-5*760*41*
70<8905*9Z09B30<0;W*K*E836405

*

CPU Utilization - RSCC Servers

*

% Processor Time - RSCC Servers

Observation:*&-\*)IN*  648/8V-4813%#,))*50;<0;5* L-5 *0/1L*KJIdG*

18
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*

Memory Utilization - RSCC Servers

*

% Used - RSCC Servers

03:00 PM 06:00 PM 09:00 PM 12200 AM 03:00 AM

Observation:*&0E1;W*%648/8V-4813#,))*50;<0;5* L-5 *0/1L* OdGC*

19
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:0378\ *
SQL Server Recommendations

-@'77 1 *40E:7. *28/0*:0;*91;®4IK *40E:7. *28/05*21K *91,0@
8@"-9Z*40E:7.*7-4-*28/0*L-5*-7707*L84Z*.0/1L*:-;-E040;5U *
>|@r3848-/*,8V0U*IcJII*&Q
SK®41=;1L4ZUNK*&F
>0O@E:/0*59;8:4*21,*-7783=*30L*40E:7.* 28/05
/* Adding three additional tempdb files */

USE [master];

GO

-JALTER DATABASE [tempdb] ADD FILE (NAME = N'Templ', FILENAME = N'G:\TempDBFiles\Templ.ndf' , SIZE = 8GB , FILEGROWTH = 512);
ALTER DATABASE [tempdb] ADD FILE (NAME = N'Temp2', FILENAME = N'G:\TempDBFiles\Templ.ndf' , SIZE = 8GB , FILEGROWTH = 512);
ALTER DATABASE [tempdb] ADD FILE (NAME = N'Temp3', FILENAME = N'G:\TempDBFiles\Templ.ndf' , SIZE = 8GB , FILEGROWTH = 512);
GO

.@ '77*.0/1L*+;-90*2/-=5*83*,4-;46:*1-;-E040;5*21,;*nE55X/50;<0;n*50;<890*-5*:0;*&89;15124*
;091EE037-48135*

Trace Flag* Knowledge Base™

8@ T174 * https://support.microsoft.com/en-us/help/3026083/fix-sos-
cachestore-spinlock-contention-on-ad-hoc-sql-server-plan-

cache *

88@ 1834 * https://support.microsoft.com/en-us/help/920093/tuning-
options-for-sqgl-server-when-running-in-high-performance-

workloads *

88’8@ 13247 * https://support.microsoft.com/en-

us/help/3216543/workloads-that-utilize-many-frequent-short-
*

transactions-in-sql-server

*
9@&,04*%0D19R*!-=05*83*&0E1;Wp*:;8<8/0=0*21;*4Z0*50;<896389
8@%:03*Local Group Policy Editor*

ii)* (-<8=-40*41€omputer Configuration > Windows Settings > Local Policies > User Rights
Assignment

20
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2] Local Group Policy Editor
File Action View Help

e am X Hee

[ Public Key Policies

>
> [ Software Restriction Policies

1 Log on as a service
(4 Log on as a batch job

15/ Local Computer Policy Policy Security Setting
v Cympulev Configuration 4] Take ownership of files or other objects Administrators
’ f Software Sml.ngs (& Synchronize directory service data
v )’J Mn:mmxm Policy (&) Shut down the system Administrators, Backup Operators
2] Scripts (Startup/Shutdown) (| Restore files and directories Administrators,Backup Operators
> 0 Deployed Printers 124 Replace a process level token LOCAL SERVICE,NETWORK SERVICE,NT SERVICE\SQ...
v =a Security Settings (i Remove computer from docking station Administrators
> [@ Account Policies {24 Profile system performance Administrators,NT SERVICE\WdiServiceHost
v (4 Local Policies L Profile single process Administrators

> [@ Audit Policy {4 Perform volume maintenance tasks Administrators,NT SERVICE\MSSQLSERVER
3 User Rights Assignment (i Obtain an impersonation token for another user in the same... Administrators
> [@ Security Options 1 Modify firmware environment values Administrators
> () Windows Firewall with Advanc|| L] Modify an object label
1 Network List Manager Policies || |,] Manage auditing and security log Administrators

SQLServer20055QLBrowserUserSSQL2016TEMPLATE, ...
Administrators,Backup Operators,Performance Log ...

"HPYHE' ()" *+",+*#"]

> [ Application Control Policies
> &, IP Security Policies on Local C¢|

2% Lock pages in memory NETWORK SERVICE NT SERVICE\MSSQLSERVER

et Cee || ' Load and unload device drivers Administrators
» [ Advanced Audit Policy Confign | |11 ncrease scheduling priority Administrators
1 A‘d P_ol,(y-b.ase: QeSI (i Increase a process working set Users
é ;sel Cm"rl Mrﬂ.lum empltes (4 Impersonate a client after authentication LOCAL SERVICE, NETWORK SERVICE, Administrators,S...
Vv 1R Mogueion & Generate security audits LOCAL SERVICE NETWORK SERVICE
> (2] Software Settings .
14 Force shutdown from a remote system Administrators

> (2] Windows Settings

> [ Administrative Templates (i Enable computer and user accounts to be trusted for delega...

(4 Deny log on through Remote Desktop Services
(| Deny log on locally
(4 Deny log on as a service

7@B85-./0M(-EO07*18:05n*-37* "3-./0*n+)!YT!In*304L1;R*:;14191/*
8@%:03*Sql Server Configuration Manager*
88@<8=-40*4185QL Server Network Configuration > Protocols for MSSQLSERVER*

i Sql Server Configuration Manager
File View Help

L AESHERCEE]

Action

‘Q SQL Server Configuration Manager (Local) Protocol Name Status
g sa x" ::“"“:k S ¥ SharedMemory  Disabled
% g Nat'ef c?w:n oocn 'gru m'::( (:;;‘n) ¥~ NamedPipes  Disabled

) | ive Client 11.0 Configuration ¥ TCP/P Enabled

v §. sQL Server Network Configuration
&= Protocols for MSSQLSERVER
» 8 SQL Native Client 11.0 Configuration

*

0@&T39;0-50*&-\8E6E*M1;R0;*4Z;0-75*83*50;<0;*:;1:0;4805*4 1500
8@%:03*Server Properties*2;1E*,,&,*-37*=1*41* Processors 4-. *
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"HPYHE' ()" *+",+*#"]

{ Server Properties - WDC1-DB - O X
Select I X
s Ssem ~ Q3w
)
_: n Enabk
- [ Automatically set processor affinity mask for all processors
__f [ Automatically set /O affinty mask for all processors
e
El Processor | Processor Affinity | 1/0 Affinity
)
Connection
Server.
WwDC1-DB Threads
Connection: Maamum worker threads:
WalMartAdmin_WDC
7500 -
@7 View connedtion properties
[] Boost SQL Server priorty
[] Use Windows fibers fightweight pooling)
Progress
Re:

2@,04*0&-\*B0=;00 *121-;-//0/85Ep*41*K*-37%0)154*4Z;0521/7*21;*!-;-//0/85E p*A1 **
8@%:03*Server Properties*2;1E*,,&,*-37*=1*41* Advanced 4-.*

Ssewt v [ Hep
o2l |8
v FILESTREAM A
FILESTREAM Access Level Disabled
FILESTREAM Share Name MSSQLSERVER
v Miscellaneous
Allow Triggers to Fire Others True
Blocked Process Threshold 0
Cursor Threshold 1
Defaut Full-Text Language 1033
Defaut Language English
Full-Text Upgrade Option Import
Max Text Replication Size
Optimize for Ad hoc Workloads True
Scan for Startup Procs False
Two Digt Year Cutoff 2049
Connection v Network
e Network Packet Size 4096
Remote Login Timeout 10
WDC1-DB < Parallclism
Connection Cost Threshold for Parallelism 50
WalMartAdmin_WDC lods 0
7 View connection oroperties ax Dogroo of Porallolem 2
Query Wat -1 v
Allow Triggers to Fire Others
Controls whether a trigger can perform an action that intiates ancther trigger. When cleared,
Progress triggers cannot be fired by another trigger.
Ready
(@ Configured values O Running values
Cance

=@&@"3-./0 *#0908<07*,870*59-/0p04483=*21;*(04L1;R*'7-:40;*13*,CD*50;<6"
8@%:03*Device Manager83*,CD*50;<0;*-37*,63*B"?& &+GE59*2;1E*)1EE-37*;1E:4  *
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88@:-37 Network adapters]*;8=24*9/89R*13*W1640;*-37*50/094Properties*

888@094*4ZBAdvanced*4-.*>-37*2837Receive Side Scaling. *04*4Z85*nabled*82*84*853b4*
-1,0-7TWG

.l[ Device Manager m]
File Action View Help
ol 4 ‘ m D ‘ n o w k X vmxnet3 Ethernet Adapter Properties X
3 |
v it \.NDC'I-DB. - = Power M. A
> 9 Batteries General Advanced Driver Details
> [ Computer
> wa Disk drives The following properties are available for this network adapter. Click
> I Display adapters :mywmmmmwmmmmnm
> wa DVD/CD-ROM drives
> wa Floppy disk drives Eropety: Value:
> w@ Floppy drive controllers MAC Adaress A [Enabled =
Max Tx Queues
> *@ IDE ATA/ATAPI controllers Maximum number of RSS Processc

> =2 Keyboards
> (@ Mice and other pointing devices
> [ Monitors
v @ Network adapters
@ vmunet3 Ethemet Adapter
@ WAN Miniport (GRE)
& WAN Miniport (IKEv2)
? WAN Miniport (IP)
@ WAN Miniport (IPv6)
@ WAN Miniport (L2TP)
@ WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)
@ WAN Miniport (PPTP)
@ WAN Miniport (SSTP)

> [l Portable Devices Cancel

> = Print queues

Z®,04*0B0/-WO7B6;-.8/84Wp*6370;*7-4-.-50%*:;1:0;4805*q*0$1,907p*41*;,0 768@840D 1% -84 5*
8@%:03*Database Properties*2;1E*,,&,*-37* =1*410ptions*

|J Database Properties - WalMart WDC

- o X
Select.
P e Ssow - Qb
# Fles
X Flegoups Colation: SQL_Latin1_General_CP1_CI AS v
i Options
E,. Change Tracking Recovery model R v
2 Pemissions Compatbity level SQL Server 2012(110) v
# Bxtended Propetties
% Marong Containment type: None v
# Transaction Log Shipping Other options
# Query Store sy
[ FILESTREAM Non-Transacted Access Off ~
v
A Tre
He ase
v Miscellaneous
Alow Snapshot Isolation True
ANSI NULL Defauk False
ANSI NULLS Enabled False
ANS| Paddng Enabled False
ANS| Wamings Enabled False
Connecton Athmetic Aot Encbed False
Server: Concatenate Nul Yields Nul False
WOC1-08 Cross database Ownership Chaning Enabled ase
G Date Comelation Optimization Enabled False
WalMatAdrmin_WDC [ Detayed Durabity Foced |
= s ead Commited Snapshat On True
@7 View connection properbes Numenc Round-Abot False
Parameterization Simple:
Quoted Kertiers Enabled False
Recursve Trggers Enabled False .
- Tasstwoat ase
Alow Snapshot Isolation
Ready
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Hardware Recommendations

IG "3-./0 *04L1;R*T340;2-90%)-;7*0#0908<07*,870*,9-/83=p*21;*022898034*7854,8.648135*12*304L 1,
;0908<8:;,1905583=*-9;155*E6/48:/0*)!N5*13*-//*-::/89-4813*50;<0;5%

-@ %:03*Device Manager83*,CD*50;<0;*-37*,63*B"?& &+ GE59*2;1E*)1EE-37*;1E:4 *
.@"\:-37 Network adapters]*;8=24*9/89R*13*W16;*-7-:40;*-37*5GR¥perties*
c)* ,0/094*4ZBAdvanced*4-.*-37*2837Receive Side Scaling. *04*4Z85*¥nabled*82*84*853b4*

-/;,0-TWG
File Action View Help
e mE ‘ ﬂ o ;] l X vmxnet3 Ethernet Adapter Properties X
|
A N
Ve \.NDO DB_ Events Resources Power Management 2
» 4 Batteries G Advanced Di Details
, [ Computer
> Disk drives The following properties are available for this network adapter. Click
. . the property you want to change on the left, and then select its value
[ Display adapters . onthe fight.
> wa DVD/CD-ROM drives
> wa Floppy disk drives Eropedy: Value:
» w@ Floppy drive controllers MAC Address A IEnabled ;I
; P Max Tx Queues
» @ IDE ATA/ATAPI controllers Maximum number of RSS Processc
» 2 Keyboards Maximum number of RSS queues
> ' Mice and other pointing devices

» [ Monitors
v [ Network adapters
@ vmxnet3 Ethernet Adapter

? WAN Miniport (GRE) Recv Segment Coalescing (IPv4)
& WAN Miniport (IKEv2) zgcsv m Coalescing (IPv6)
@ WAN Miniport (IP) Rx Depth v

@ WAN Miniport (IPv6)

@ WAN Miniport (L2TP)

@ WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)

? WAN Miniport (PPTP)

@ WAN Miniport (SSTP)

, B Portable Devices S

» = Print queues

WS1 UEM Application Servers Settings and Recommendations
IG,04*;17694*1;,1<8581383=*'M)&*+Z;144/0*#-40U*K]
TG (-<8=-40*418ettings > Installation > Performance Tuning*

Settings Global v
> Apps
> Content

10

> Emall

syr censt
col
> Telecom
Automatic Delete Factory ENABLED pIsABLED L)
gaciks PPKG
v Installation

Product Provisioning 20
AWCM Throttle Rate *

Cache Settings

File Path

Product 2000
Maps Comm
Performance Tuning Size*
Proxy

Apple Profile Installation 300
Reports Batch Size *

> Advanced

K&,04%;17694*!;1<8581383=*)1EE-37*#0/0-50*Q-492*,8V0O#JJIJ*0;*K*E835*
TG (-<8=-40*418ettings > Installation > Performance Tuning*
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Settings
> Apps -
> Content
> Email
> Telecom
> Admin

v Installation

Global v

Number of organization
groups per batch when
syncing VPP license
counts*

Automatic Delete Factory
PPKG

"HPYHE' ()" *+",+*#"]

3

Product Provisioning 20 ©
Cache Settings AWCM Throttle Rate *
File Path
Product Provisioning 2000 ®
M: B -
b Command Release Batch
Performance Tuning Size*
Proxy ~
Apple Profile Installation 300 ®
Reports Batch Size*
> Advanced

06,04%0;48289-40*1:28/0*16./852*$;0X6039WU*IJ
TG (-<8=-40*418ettings > Installation > Performance Tuning*

Settmgs Global v
> Apps -
Sample Scheduler Interval 5
>
Content (minutes) *
> Email
i0S Device Invites Per 30
> Telecom Second*
>
Admin Certificate Profile Publish |10
*
v Installation Frequency
Cache Settings Certificate Profile Manual 100
File Path Install Threshold *
Maps Maximum Apple APl Calls |30

Performance Tuning
Proxy
Reports

> Advanced

Per Second (For Invitation
of VPP Users) *

Run Real-Time Compliance

ENABLED

P&,04*::/0*1;128/0*T354-//-4813®-497*,8V0OB*J*
TG (-<8=-40*41*,04483=5*t*T354-//-4813*1*10;21,E-390*+6383=

Global v

Max retry attempts for failed app install
(Windows)*

Device batch size for retrying failed installs *

Frequency for device-based VPP app auto
updates (hours) *

App list size to check for app version updates *

Install Certificate Profiles Without Batching on
Enroliment

Sync interval (hours) for VPP license counts at an
organization group *

Number of organization groups per batch when
syncing VPP license counts *

Automatic Delete Factory PPKG

Product Provisioning AWCM Throttle Rate * 20 D,
Product Provisioning Command Release Batch | 2000 ®
Size®

Apple Profile Installation Batch Size* 450 D

vmware
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3 ,04*8%,*B0<890*T3<8405*!0;*,09137H0OJ
TG (-<8=-40*418ettings > Installation > Performance Tuning*

Settings Global v

> System

> Devices & Users Bulk Publish Commit 40000
> Apps quency ™

> Content Sample Scheduler Interval

> Email

i0S
> Telecom Second*

> Admin
Certificate Profile Publish 100
*

¥ Installation Frequency

Cache Settings
& Certificate Profile Manual 100

File Path Install Threshold *

cB %<0;,870*4Z20*702-6/4*<-/60*83* W540E9170*4-./$:82-30&055-=0#-40&6/48:/0*41*|G"* W*
6:7-483=*W540E91701<0;;870*4-./0*83*BQG
H&"<034*/1=*91351/87-4813*U*+285*28/0*n'MG)Z-3=0"<034GC6060,0;<890G0\05913286p
E1782807*L84Z*.0/1L.*9Z-3=05>13*)1351/0]*B,]*!I"*-37*)B,*50;<0;5@*
8G(007*41*-77*4Z050*4L1*-816405>28=2/8=2407*83*.1/7 @BBAD34D1= *5094813U

<add
name="AWEventLog" serverAddress=".\Private$\" bulkReadLimit="500" batchInterval="10000"/>

IG* +6;3*13*641*; 04,W*5044830ductProvisioningFailedJobRetryFeatureFlag*
URL:*nttps://{envUrl}/api/system/FeatureFlag/{ffName}/{ogUuid}/{true|false} *

MethodU*1%,+**
API Body:
uu Y
* "name": "",
* "isEnabled": true,
* "state": "Production”

0}

Headers

werri5421,8V-4813U*Q-589*vQ-50cP*"391707*);070348-/5w
k] 34034W:0U*-::/89-4813Y([513

Froeed e403-349170U*V'IT*_OWw

**ex990:4 3-::/89-4813Y[51%

To get Global OG UUID:

*k

¢ 50/094D19-48137;16:NNTB*2;1E*D19-4813";16: *>31/19R@*LZ0/09-4813=;16:8T*H*
*

To validate if Feature Flag is enabled.: *

"\:09407*;05:1350*85*KJIEN50*4Z2004*IT *41%-/87-4082*420*$0-46;0*2/-=*85*03-.B7G
*RIRFA4:5UYYXZ154yY-:8YS5W540EY20-46;02/-=Yx$0-46;0$/-=(-EOyYxD19-481316:NNTBy

*
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F&,E-;4 *;16:*:-49Z*"1T*41*-77*650;5*41*0\85483=* E-;4*";16: *
*kkkkkkkkkkk
APl URLU*BYETEYS5E-;4=;16:5Yz,E-;4";16:NNTB t*
MethodU*+)A  *

*

w#0:/-90* z,E-;47;16:NNTB  t*L.84Z7*4Z0*NNTB*12*4Z0*,E-;4*";16:*4Z-4*30075*41*.0*6:7-407

*
******API BOdy. *
******v

*********w*

***********ﬁ)ﬂ:‘@.ah U*n_77h]
sk Zn U Y 5E-4°;16:5%:0;-481352KY650;5n]
SekReeREIE0NU*N*Z"3; 1//E034N50;NNTBI]*2"3; 1//E034N50;NNTBK M

*********V**
********W*

*0:/-90* z*'3;1//[EO34NSO;NNTB*L84Z*4Z0*NIBT12*42650,5*47-4*30075*41*.6F 707 *

*

e Headers:*
**%6471;8V-4813U*Q-589*vQ-50cP*"391707*);070348-/5w
**Q13403d4W:0U*-::/89-4813Y[513
e 403-349170U*V'I'T* OWw
% 0090:4U1:/89-4813Y[513{<0;58134K

*

*

1JG*+6;3*13*%,)) *20-460*2/-=6//,0;<890T354-//0$0-46;0%$/-= *37*
#0/-W,0;<0; )/167) 1330941;%0-46;0%/-=*
URL:*244:5UYYX03<N;/yY-:8Y5W540EY$0-46;0%/-=Yx22(-EOyYXx1=N687y¥x4;60|2-/50y
MethodU*1%,+ **

API Body:

uu Hogex

uu uuu*un3-EOnY*nn]

Ul dun85"3-./07nU*4;60]

vuidu* un54-40nU*n!;17694813n

*kk iyk

Headers¥
wkkxki6471,8V-4813U*Q-589*vQ-50cP*"391707%*);070348-/5w

Mg 134034W:0U*-::/89-4813Y[513

Fakkxkd . 403-349170U*V'IT* OWw

*HRA000:4 3::/89-4813Y[51%

*

To get Global OG UUID:

*k

¢ 50/094D19-48137;16:NNTB*2;1E*D19-4813";16: *>31/19R@*LZ0/D9-4813=;16:8T*H*
*

To validate if Feature Flag is enabled: *
"\:09407%;05:1350*85*KJIGN50*4Z004*'IT *41%-/87-4082*420*$0-46;0*2/-=*85*03-.M7G
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*RRRFA4:5UY Y XZ158Y 5W540EY20-46;02/-=Yx$0-46;0$/-=(-EOYyYxD19-4813";16:NNTBy

*

*

IGN: 7-40'5W540E91705*6583=*.0/1L*,CD*59;8:4U

QUT(+#()+T%(

ea94*
6:7-40*7.1G5W540E917804702-6/4<-/60Gg"J*LZ0;0*5W540E917087*q* " HK"
6:7-40*7.1G5W540E9170*504*702-6/4<-/160gKJJJI*LZ0;0*5W540E917087*cf*ili
6:7-40*7.1G5W540E9170*504*702-6/4<-/60q1*LZ0;0*5W540E917087*q*"ilF

e&0:82wW
50/094%;1E*7.1G5W540E917(¥0;0*5W540E917087*83*>Nili]*NIH*"HKN®
*

e&1390*4785*85*91328;E07]*91EES4
)URET+HHE()+T%(  *

*

ed&l*0/50*%:0<0:4
e®#%DDQ") *+#'(,")+T%( *

IKG#,))*)1351/0*91328=6;-4813U*

& (-<8=-40*41*B0<B90**!;1<8581383="*40/-W50;<0;5**D854*?80
& "T8AM))*0;<0; *
& N: 7-40*.0/1L*<-/605*

Pull Frequency * 5 ®
Max Pull Connections * 1 @
Max Push Connections * 50 O
Report Status Batch Size * 25 @
ec *
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