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T34;17694813*

*
+Z0*1.[0948<0*12*4Z0*4054*85*41*=-6=0*4Z0*1<0;-//*:0;21;E-390*12*4Z0*M1;R5:-90*%("* >M,I@*N"&*
5W540E*.W*0\096483=*<-;804W*12*40545*-37*9;0-40*-*;020;0390*-;9Z840946;0*21;*M,I *N"&* I FJH*
70:/1WE034G*
*
+Z0*;0:1;4*Z-5*.003*=030;-407*-240;*405483=*M,I*N"&*-::/89-4813*L84Z*4Z0*21//1L83=*91328=6;-4813U*

•* I GK*&8//813*B0<8905*S*I&8//813*'37;187*#6==07 ]*̂ J _*'37;187*,E-;4:Z130 *-37*KJJ_*8%,*

•* B0<8905*7854;8.6407*-9;155*KJ_*%`5*

•* &-[1;*5903-;815*839/670**

o* &6/48:/0*!;17694*:6./85Z*41*̂OO_*70<8905*-/13=*L84Z*'::Y!;128/0*:6./85Z**

o* ,4-==0;07*-558=3E034*12*N50;5*41*4Z0*:6./85Z07*!;17694*41*58E6/-40*9Z-83L870*

;1//164*5903-;815*

o* aB0<890*$1;90*#0:;19055b*Z-::0383=*83*4Z0*.-9R=;1637*21;*cJ_*70<8905*:0;*Z16; *

o* Q-507*13*4Z0*58E6/-407*2-8/6;0*;-40*12*^d]*̂ *164*12*IJ*!;176945*L0;0*-641*;04;807*21;*

IK^_*70<8905**

B04-8/5*12*4Z0*40545*-;0*:;1<8707*83*4Z0*+054*B0283848135*5094813*

 
Audience 

*
+Z85*7196E034*85*83403707*21;*T+*-;9Z840945*-37*-7E83854;-41;5*LZ1*L-34*41*6370;54-37*4Z0*
:0;21;E-390*-37*59-/0*-4 4;8.6405*12*M,I *N"& G*!;0e;0X6858405*41*21//1L*4Z85*7196E034*-;0 *41*Z-<0*
0316=Z*6370;54-3783=*12*M,I *N"&* 50;<0;5*-37*4Z08;*91328=6;-4813]*2-E8/8-;84W*L84Z*&,*,CD*,0;<0;*
91328=6;-4813]*83*-7784813*41*-3*6370;54-3783=*12*58V83=*-37*:0;21;E-390*91390:45G*
*
*

*
* *
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"\09648<0*,6EE-;W *
*
+Z0*=1-/*12*4Z85*;0:1;4*85]**

IG* +1*0\-E830*:0;21;E-390*12*M,I* N"&*5W540E*L84Z*#,) )>#0/-W*,0;<0;*)/167*)1330941;@***
KG* +1*:;1<870*50;<0;*58V83=*;091EE037-4813*.-507*13*4Z0*-3-/W585*

*
M,I *N"&*IFJ H*L84Z*#,))* Z-5*70E1354;-407*58E8/-;*:0 ;21;E-390*-37*59-/-.8/84W*L84Z*;05:094*41*
E6/48:/0*!;17694*:;1<8581383=]*B0<890*$1;90*#0:;19055*-37*'641*;04;W*12*!;176945]*LZ03*91E:-;07*41*
)B,> )134034*B0/8<0;W*,0;<890@G*+Z0*4054*/1-7*839/6707]*!;17694*:6./85Z*41*'37;187*#6==07*70<8905]*
!;128/0*-37*'::/89-4813*:6./85Z*41*#6==07YQf%B*70<8905]*!;17694*'641*;04;W]*B0<890*$1;90*
#0:;19055 ]*B0<890*9Z09Re83*-37*5-E:/0*58E6/-4813G**
M,I*N"&*, 0;<0;*58V83=*;0E-835*5-E0*-5*4Z0*70:/1WE034*L84Z*)B,]*0\90:4*21;*IJ*# ,))*50;<0;5 G*
+Z0*-<0;-=0*)!N*648/8V-4813*13*,CD*-37*B,*50;<0;*L-5*6370;*PJd*- 37*Ô d*;05:0948<0/WG*)1351/0*
-37*'!T*50;<0;*)!N*648/8V-4813*L-5*6370;*K^dG*
*

** CDS RSCC 

g*12*Z16;5*21;*!;17694*:6./85Z*41*91E:/040* hIH*Z16;5* hIH*Z16;5*

)(*'<=*)!N*648/8V-4813* ^* ^*

B,*'<=*)!N*648/8V-4813* OJ* OK*

,CD*'<=*)!N*648/8V-4813* Oc* Oi*
*

* *
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"3<8;13E034*,046:**
•* M,I *N"&* I FGJHGJGKK*L-5*6507*21;*4Z85*405483=*-37*-//*4Z0*;091EE037-48135*83*4Z85*

7196E034*-::/W*41*4Z85*<0;5813*12*M,I *N"& *

•* &0E)-9Z07*<0;5813* IGPGOc*13*)034%,* D836\*;0/0-50*HGPGIHJi*>91;0@*

•* 'M)&*<0;5813*cGP*

•* #,))*<0;5813*OGJ*

•* '//*4Z0*<8;46-/*50;<0;5*6507*21;*4Z85*405483=*650*2/-5Z*541;-=0*0\90:4*21;*,CD*50;<0;*

•* TE:/0E03407*;091EE03707*9Z-3=05]*LZ89Z*-;0*7196E03407*/-40;*83*4Z85*7196E034*13*4Z0*
&,*,CD*50;<0;]*-4*4Z0*",j*Z154*/0<0/*-3 7*13*M,I *N"&*-::/89-4813*41*8E:;1<0*
:0;21;E-390*12*4Z0*1<0;-//*5W540E*

 

+11/5*6507*21;*/1-7*58E6/-4813*
e* $-/913*e*'*?&M-;0*:;1:;804-;W*411/*6507*41*58E6/-40*I GK*&8//813*<8;46-/*70<8905**
e* A!*D1-7#6330;*41*=030;-40*-*.-9R=;1637*/1-7*12*IJ*<8;46-/*650;5*13*4Z0*M, I *N"&*'7E83*

)1351/0* *

 

#85R5*
IG* '5*4Z0*405483=*L-5*7130*13*M8371L5*,0;<0;*KJIc]*-3W*9Z-3=0*41*4Z0*Z154*%,*<0;5813*9-3*5Z1L*

78220;034*;056/45*2;1E*4Z0*59-/0*4054*7130G*+Z0*:0;21;E-390*8E:-94*85*63R31L3*82*4Z0*-::/89-4813*
50;<0;*<0;5813*85*314*6:7-407*41*M8371L5*,0;<0;*KJIc *

KG* +Z050*40545*L0;0*;63*6583=*?&L-;0b5*:;1:;804-;W*/1-7*58E6/-4813*411/*LZ89Z*9;0-405*58E6/-407*
70<8905G*%30*9-3*0\:094*51E0*78220;03905*83*50;<0;*:0;21;E-390*.04L003*4Z0*;0-/*-37*
58E6/-407*70<8905*

*

*

*

*

*

*

*

*

*
* *
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+054*';9Z840946;0*
 
 
 

 

*
Note: RSCC interacts with Content pull endpoint on Console servers(3) 

* *
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+054*"3<8;13E034*
#091EE03707* -::/89-4813*50;<0;*91328=6;-4813*12*M,I*N"&* R0W*91E:130345*.-507*13*4Z0*
:0;21;E-390*40545*9-;;807*164G*
Application Server Configurations (VMs) 

Recommended configuration 

Database Server 

OS Windows Server 2016 

SQL Server Microsoft SQL Server Enterprise 2016: Core-
based Licensing (64-bit) 

SQL Server version 13.0.5149.0 

vCPU 28 cores x 4 sockets (112 CPU) 

vRAM 3.5 TB 

Total DB storage 5 TB 
Transaction Log 

storage 500 GB 

Temp DB storage 1 TB 

3 X Admin Console 
2 X Policy Engine 

OS Windows Server 2016 

vCPU 2 cores x 4 sockets (8 CPU) 

vRAM 32 GB 

Storage 95 GB 

12 X Device    
Services 

OS Windows Server 2016 

vCPU 8 cores x 2 sockets (16 CPU) 

vRAM 16 GB 

Storage 95 GB 

3 X API Server 

OS Windows Server 2016 

vCPU 2 cores x 2 sockets (4 CPU) 

vRAM 16 GB 

Storage 95 GB 

2X MemCached 
Server 

OS CentOS Linux release 7.4.1708 

MemCached Version 1.4.36 

vCPU 2 cores x 1 socket (2 CPU) 

vRAM 16 GB 

Storage 25 GB 

OS Windows Server 2016 



!"#$%#&'()"*+",+*#"! %#+* 

   8 

21X AWCM 
Server 

vCPU 4 cores x 2 socket (8 CPU) 

vRAM 8 GB 

Storage 25 GB 

10X RSCC Server 

OS Windows Server 2016 

vCPU 2 cores x 2 socket (4 CPU) 

vRAM 8 GB 

Storage 100 GB 
 

  Note: Load balancer is configured to offload DS requests on the application server  

 
 
VM Host Configuration 

Recommended configuration 

Database Server 

A154*&170/* B0//*T39G*!1L0;"7=0*#FPJ*

!;190551;*+W:0* T340/>#@*j013>#@*!/-4836E*iIHc&*)!N*k*KGIJ`AV*

<)!N * P*519R045*\*Ki*91;05*

D1=89-/*!;190551;5* KKP*

AW:0;*4Z;0-783=* '948<0*

<#'& * P*+Q*

,41;-=0*Z-;7L-;0 * !N#"*$8.0;*)Z-330/*B85R*>$/-5Z*B;8<0@*

AirWatch Servers 

A154*&170/* B0//*T39G*!1L0;"7=0*#cPJ*

!;190551;*+W:0* T340/>#@*j013>#@*`1/7*cI^K*)!N*k*KGIJ`AV*

<)!N * K*519R045*\*KK*91;05**********************************************************

D1=89-/*!;190551;5* ii *

AW:0;*4Z;0-783=* '948<0*

<#'& * OiK*`Q *

,41;-=0*Z-;7L-;0 * !N#"*$8.0;*)Z-330/*B85R *>$/-5Z*B;8<0@*

Reference Data*

Devices 
'37;187 * I&8//813>#6==07@*l*******************************************************

^J_>,E-;4*:Z130@*

8%,* KJJ_*

Organization Groups 

)6541E0;*%`5 * K*

)134-830;*%` * KcicP *

B0<890*B854;8.64813* #-371E *

D-;=054*%`* IFi_ *

,E-// 054*% *̀ I *

Administrators +14-/*'9916345* IP *
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D1==07*T3* IJ *

Users +14-/*'9916345* O^H_*

Smart Groups ?-;8165*58V05*>IeHH^_*
70<8905@* PP_*

Applications 
(For BYO devices) 

T340;3-/* K^*

!6./89 * I^ *

N3E-3-=07 * J*

Products !;176945*L84Z*
'::5Y$8/05*m*'948135Y!;128/05*

'::/89-48135U*iJ *

$8/05*-37*'948135U*K^c*

!;128/05U*O^i *

Profiles '//*+W:05* cJ*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*
 *
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#091EE037-48135*
*

+Z0*21//1L83=*504483=5*-37*;091EE037-48135*-;0*:;1<8707*-240;*!0;21;E-390*40545*L0;0*569905526//W*
91E:/0407*21;*I&8//813*70<8905U*
SQL Server Recommendations (same as 9.7 and 1902 recommendation) 

IG* '77*I*40E:7.*28/0*:0;*91;0*>II K*40E:7.*28/05*21;*IIK *91;0@*
KG* '77*+;-90*2/-=5*83*,4-;46:*!-;-E040;5*21;*nE55X/50;<0;n*50;<890*-5*:0;*&89;15124*
OG* ,04*oD19R*!-=05*83*&0E1;Wp*:;8<8/0=0*21;*4Z0*50;<890*-991634*
PG* B85-./0*n(-E07*!8:05n*-37*"3-./0*n+)!YT!n*304L1;R*:;14191/ *
^G* T39;0-50*&-\8E6E*M1;R0;*4Z;0-75*83*50;<0;*:;1:0;4805*41*nH^JJn**
cG* ,04*o&-\*B0=;00*%2*!-;-//0/85Ep*41*K*-37*o)154*4Z;05Z1/7*21;*!-;-//0/85Ep*41*^J*
HG* "3-./0*o#0908<07*,870*59-/0p*504483=*21;*(04L1;R*'7-:40;*13*,CD*50;<0; *
iG* ,04*oB0/-W07*B6;-.8/84Wp*6370;*7-4-.-50*:;1:0;4805*q*o$1;907p*41*;07690*M;840D1=*L-845*

Hardware Recommendations (same as 9.7 and 1902 recommendation) 

IG* "3-./0*(04L1;R*T340;2-90*)-;7*o#0908<07*,870*,9-/83=p*21;*022898034*7854;8.648135*12*304L1;R*
;0908<0*:;1905583=*-9;155*E6/48:/0*)!N5*13*-//*50;<0;5]*839/6783=*,CD*50;<0;G*

KG* )Z-3=0*",j*A154* :1L0;*E-3-=0E034*41*oA8=Z*!0;21;E-390p*>6:7-407*L8371L5*:1L0;*
:1/89805@*

WS1 UEM Application Servers Settings and Recommendations 

IG* N:7-40*M,I *N"&*-: :/89-4813*50;<0;*41*IFJ H*;0<85813*I K*

KG* ,04*!;17694*!;1<8581383=*'M)&*+Z;144/0*#-40U*KJ*

OG* ,04*!;17694*!;1<8581383=*)1EE-37*#0/0-50*Q-49Z*,8V0U*KJJJ*:0;*K*E835*

PG* ,04*)0;48289-40*!;128/0*!6./85Z*$;0X6039WU*IJJ*

^G* ,04*'::/0*!;128/0*T354-//-4813*Q-49Z*,8V0U*P^J*>changed from 300 in 9.7@*

cG* ,04*8%,*B0<890*T3<8405*!0;*,09137UOJ*

HG* ,04*$-54D-30&055-=0#-40&6/48:/0UIG*̂

iG* "3-./0*0<034 */1=*91351/87-4813*>91328=*28/0@*

-G* +Z16=Z*4Z050*9Z-3=05*L0;0*7130*83*IFJK]*
n'MG)Z-3=0"<034GC6060,0;<890G0\0G91328=p*28/0*Z-5*41*.0*6:7-407*-=-83*-240;*
6:=; -783=*41*IFJH*

FG* "3-./0*'641 *;04;W*504483=*

IJG*N50*5E-;4*=;16:*:-49Z*'!T*41*-77*.6/R*12*650;5*41*0\85483=*,E-;4*`;16:***

IIG*#,))* 5:098289*;091EE037-48135U*

-G* "3-./0* .0/ 1L*20-46;0*2/-=5U*
8G* #0/-W,0;<0;)/167)1330941;$0-46;0$/-= **
88G* !6//,0;<890T354-//0;$0-46;0$/-= *

.G* ,W540E*9170>BQ@*9Z-3=05U**
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8G* #0/-W,0;<0;)/167)1330941;'::/89-./0)1EE-37#04;80<-/Q-49Z,8V0U*KJJJ *
88G* #0/-W,0;<0;)/167)1330941;&-\)1EE-37C6060T40;-4813U*I *
888G* #0/-W,0;<0;)/167)1330941;Q-49Z,8V0U*^J*

9G* #,))* 91328=6;-4813*13*4Z0*91351/0U*
8G* !6//*$;0X6039WU**̂
88G* &-\*:6//*9133094813U*I*
888G* &-\*!65Z*)1330948135 U*^J*
8<G* #0:1;4*,4-465*Q-49Z*,8V0U*K̂*

Note: 

S40:5*41*8E:/0E034*1;*03-./0*;091EE037-48135*;0/-407*41*,CD*50;<0;]*A-;7L-;0*-37*M,I *N"&*
'::/89-4813*,0;<0;*504483=5]*-/13=*L84Z*91E:;0Z0358<0*0\:/-3-48135]*-;0*=8<03*83*4Z0*-::0378\G *

*

+054*B0283848135*
*

'*4054*85*41*58E6/-40*70<890*/1-7*6583=*$-/913*-37*-7E83854;-41;*-948<84W*6583=*D1-7*#6330;*83*4Z0*
M,I *N"&*5W540EG*M0*;-3*4Z;16=Z*78220;034*40545*41*7040;E830*4Z0*-;9Z840946;0*4Z-4*9-3*5654-83*
;0-/85489*-948<84W*2;1E*I GK*&8//813*70<8905G*+Z0*4054*91E:1507*12*5903-;815*L84Z*L1;R/1-75*7028307*
.0/1LG*
*
+Z0*40545*.0/1L*L0;0*9;0-407*41*702830*-*4W:89-/*L1;R2/1L*21;*/-;=0*96541E0;5*6583=*'37;187*;6==07*
70<8905*-37*Qf%B*650e9-505*13*4Z0*5-E0*8354-390G*+Z0*40545*0391E:-55*-;0-5*/8R0*! ;17694*
:;1<8581383=]*' ::/89-4813*Y*! ;128/0*:65Z*>839/6783=*90;48289-405@]*'!T*/1-7*-37*E6/48e-7E83*65-=0*12*4Z0*
-::/89-4813G*
 
Scenarios 
Q0/1L*5903-;815*702830*26//*/1-7*=030;-407*21;*4Z0*4054. 
Scenario 1 
,83=/0*!;17694*!6. /85Z*L84Z*'::*LZ8/0*:6./85Z83=*130*8340;3-/*'::/89-4813 *-37*K*!;128/05**

•* '77*-*&-3-=07*T340;3-/*'::/89-4813*-37*-558=3*84*41*I&8//813*70<8905*4Z;16=Z*!;17694*
:;1<8581383=*<8-*91351/0*

•* '77*-*&-3-=07*T340;3-/*'::/89-4813*-37*-558=3*84*41*KJJ_*8%,*70<8905*-240;*I* Z16;*12*4Z0*
-.1<0* !;17694*:6./85Z**

•* '77*K*!;128/05*>8%,*-37*'37;187@*L84Z*90;48289-40*>'B),*)'@*-37*:6./85Z*84*41*IJ_*8%,*-37*
IJ_* '37;187*#6==07*70<8905*-240;*K*Z16;5*12*4Z0*-.1<0*!;17694*:6./85Z*

•* Q-9R=;1637*/1-7*E03481307*.0/1L*L-5 *;63383=*4Z;16=Z164*4Z0*4054*

*
Scenario 2 
!6./85Z83=*E6/48:/0*!;176945*-4*1390*41*^OO_*70<8905*-/13=*L84Z*?!!*-37*!;128/0*:6./85Z*

•* !6./85Z*IJ* !;176945*>'::5*P]*$8/05*-37*'948135*^*-37*!;128/0*I@*-4*4Z0*5-E0*48E0*41*^OO_*
70<8905*
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o* "3-./0*'641 *;04;W*21;*^*!;176945*

•* '240;*I*Z16;*-77*-*?!!*,+1R03*L84Z*O*'::5*-37*KJJ*/8903505*-37*-558 =3*84*41*KJJ_*8%,*
70<8905*

•* '77*K* : ;128/05*>8%,*-37*'37;187@*L84Z*90;48289-40*>'B),*)'@*-37*:6./85Z*84*41*IJ_*8%,*-37*
IJ_*'37;187*70<8905*-240;*K*Z16;5*12*-.1<0 eE03481307*!;17694*:6./85Z*

*

Scenario 3 
,4-==0;07*: 6./85Z83=*12*E6/48:/0*!;176945*41*^OO_*70<8905*-/13=*L84Z*?!!*-37*!;128/0*:6./85Z*

•* !6./85Z*12*IJ*!;176945 *>'::5*P]*$8/05*-37*'948135*^*-37*!;128/0*I@*41*^OO_*70<8905*

o* ' 948<-40*- *!;17694*0<0;W*OJ*E836405**

o* "3-./0*'641*;04;W*21;*^*!;176945*

•* '240;*I*Z16;*-77*T340;3-/*-::/89-4813*-37*-558=3*84*41*KJJ_*8%,*70<8905*

•* '77*K*!;128/05*>8%,*-37*'37;187@*L84Z*)0;4>'B),*)'@*-37*:6./85Z*84*41*IJ_*8%,*-37*IJ_*
'37;187*,E-;4:Z130*70<8905*-240;*K*Z16;5*12*!;17694*:6./85Z*

*

Scenario 4 
,L849Z*2;1E*#,))*41*)B ,* 76;83=*!;17694*!6./85Z*

•* !6./85Z*-*:;17694*41*̂OO_*70<8905*
•* ,41:*#,))*L8371L5*50;<890*13*-//*#,))*50;<0;5 *
•* B0e-948<-40*-//*4Z0*#,))*;0/-W*50;<0;5*13*4Z0*91351/0*
•* ,04*#0/-W,0;<0;)/167)1330941;$0-46;0 $/-=*41*2-/50*
•* ,4-;4*)B, *

*

Background Load 

Workload A – Device Samples 
•* T340;;1=-41;*,-E:/05 *0<0;W*i*Z16;5**

o* '::/89-4813 *
o* $8/05Y-94813*
o* ! ;128/05*
o* "<0345*-94813*
o* (04L1;R*5-E:/0 *

•* Q0-913*,-E:/05*-37*91EE-37*9Z09R e83*0<0;W*I*Z16;**
•* r1.*,-E:/05 *
•* '.1<0*<-/605*-;0*78;094/W*:;1:1;4813-/*41*36E.0;*12*70<8905*4Z-4*-;0*:-;4*12*4Z0*4054*
•* #63*96541E*8370\* [1.*0<0;W*KP*Z16;5***
•* #63*:6;=0*[1.*0 <0;W*KP*Z16;5*

 



!"#$%#&'()"*+",+*#"! %#+* 

   13 

Workload B – Console UI Test 

%<0;<80LU*+054*58E6/-405*IJ* '7E83854;-41;5*3-<8=-483=*-;1637*4Z0*91351/0*NT*

B04-8/5U*
•* (6E.0;*12*650;5* S*IJ *
•* *'7E83854;-41;*L8//*3-<8=-40*41*78220;034*%`5*>%`5 U*`/1.-/]*Qf%B]*(-E0s^HI]*(-E0s^HO]*

(-E0s^Hi@ *
•* '7E83854;-41;*L8//*3-<8=-40*41*78220;034*/854*<80L5*83*-3*%*̀

o* '::/89-4813*>!;176945@]*!;128/05*>!;176945@]*,E-;4*`;16:]*B0<890*-37*!;17694*/854*
<80L*

•* '7E83854;-41;5*L8//*3-<8=-40*41*B0<890*B04-8/5*:-=0*21;*78220;034*70<8905*-4*78220;034*%`*-37*
3-<8=-40*41*4Z0*.0/1L*4-.5G*

o* !;176945Y(04L1;RY+;16./05Z11483=Y)0;48289-405*4-.5*
•* D1-7*#6330;*)1328=U*

o* #-E:*6:* S*I*650;*0<0;W*IJ*5091375*
o* ,40-7W*54-40*76;-4813*S*cJ*E836405*
o* #-E:*71L3* S*̂ *650;5*0<0;W*OJ*5091375****

 
Workload C – API Usage Test 
)135870;-48135U*

•* #63*'!T*9-//5*.-507*13*Z8=Z*'!T*65-=0*0548E-405*2;1E*M-/E-;4*

Q0/1L*4-./0*7028305*'!T*4Z-4*L8//*.0*405407*-5*:-;4*12*4Z85*L1;R/1-7]*L84Z*4Z0*0\:09407*;-40*

API* Expected number of transactions per hour *

(during Business hours: *Peak)*

);0-40*%;=-38V-4813*`;16: * ^*!0;YA16; *

);0-40*,E-;4*`;16: * ^*!0;YA16; *

);0-40*N50;* `;16: * IJ*!0;YA16; *

'77*650;5*41*650;*=;16:* +Z85*'!T*L8//*.0*;63*-5*:-;4*12*4Z0*5903-;81*P*

B0-948<-40*!;176945* ^*!0;YA16; *

'::/89-4813*,0-;9Z * IJ*!0;YA16; *

B0<890*,0-;9Z* IJ*!0;Y*A16; *

+6330/*'!T*41*2049Z*MZ840/854*12*70<8905* IJ*!0;YA16; *

+6330/*'!T*41*9Z09R*82*-*70<890*85*MZ840/85407*1;*314* KPJ*!0;YA16;*

+6330/*'!T*41*=04*91328=* I*!0;YA16; *

'::/89-4813*-77*'!T*-37*4Z03*:6./85Z*84*L84Z*!;17694* c*'::5 YA16;*
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Workload D – Device side Force reprocess of Products  
%<0;<80LU*+Z85*540:*L8//*58E6/-40*4;8==0;83=*12*21;90*;0:;19055*12*!;176945*2;1E*70<890**

•* +;8==0;*cJ_*B0<890*$1;90*;0:;19055*:0;* Z16;*4Z;16=Z164*4Z0*4054*
•* ,8E6/-40*2-8/6;05*41*IJd* ;0/-W*50;<0;5**

 
*

%64*12*,91:0 

•* M,I*-::*l*<TB&*5903-;815*L0;0*314*9135870;07 *

•* +;-3520;*48E0Y/-4039W*.04L003*)B,*-37*#0/-W*,0;<0;5**

•* B0<890*5-E:/0 */1-7*4Z-4*85*58E6/-407*71053b4*9135870;*iGO*1;*/0550;*'37;187*'=034*<0;5813*

•* )%!"*03;1//E034*2/1L *

•* ,"`*-37*+6330/*,0;<0; *>N'`@*/1-7*8G0G*B0<8905*Z84483=*,"`Y+6330/*,0;<0;*

•* !1L0;*QT*4Z-4*:6//5*7-4-*78;094/W*2;1E*BQ*

•* M,I*N"&*'3-/W4895 *L -5*314*03-./07*

*

*

*

*

*

*

*

*

*

*

* *
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+054*%.50;<-48135*S*D1-7*+054*

•* M,I *N"&*'::/89-4813*,0;<0;5*Z-37/07*4Z0*/1-7*=030;-407*4Z;16=Z*
!;17694Y'::/89-4813Y!;128/0*:6./85Z]*B0<8905*)Z09R*83]*)1351/0*N50;5*-37*'!T*

•* '<0;-=0*)!N*648/8V-4813*13*B0<890*,0;<8905*50;<0;5*L-5*-;1637*OKd*76;83=*4Z0*4054*-37*
5:8R05*-;1637*i Jd*0-9Z*48E0*4Z0;0*85*Z8=Z*832/1L*12*70<890*5-E:/05*

•* ,CD*50;<0;*L-5*54-./0*-37*-<0;-=0*)!N*648/8V-4813*L-5*PJd*L84Z*:0;81789*5:8R05*6:*41*FJd*
76;83=*26//*/1-7*LZ89Z*839/6705*!;17694Y'::Y!;128/0Y,-E:/05*-37*'!T*/1-7*

•* i*`Q *12*E0E1;W*L-5*6507*13*B,*-37*c*`Q*13*)1351/0*50;<0;*76;83=*4Z85*26//*/1-7*

•* '<0;-=0* I K*&Q:5 *12*304L1;R*.-37L874Z*L-5*6507*13*0-9Z*B,*50<0;5*76;83=*4Z0*4054*
76;-4813**

•* B6;83=*26//*/1-7*L0*1.50;<07*-3*-<0;-=0*12*IJ^ *A++!, *;0X60545*.083=*:;1905507*:0;*
509137*-9;155*-//*I K*B,*50;<0;5*-37*L0;0*-./0*Z-37/0*4Z0*/1-7*022898034/W*

•* +Z0;0*L0;0*31*91EE-375*21637*83*4Z0*E055-=0*X60605*13*-//*-::/89-4813*50;<0;5*-240;*4Z0*
4054G*+Z85*58=382805*4Z0*5W540E*916/7*:;19055*-//*4Z0*91EE-375*X60607*76;83=*4Z0*4054*

•* M0*5-L*5/8=Z4*839;0-50*83*;05:1350*48E0*12*91351/0*:-=0*/1-75*-5*L0*Z-<0*-7707*E1;0*
70<8905]*-::/89-48135*-37*:;176945**

*

(140U**

N370;*630\:09407*91354-34*/1-7 ]*4Z0*B,*50;<0;5*E-W*648/8V0*IJJd*)!N*-37*54;6==/0*41*
;091<0;*63/055*4;-2289*85*40;E83-407*-5*:-;4*12*4Z0*54-37- ;7*Z0-/4Z*9Z09R5*8E:/0E03407*-4*4Z0*
D1-7*Q-/-390;G*T2*4Z0*50;<0;*913483605*41*;0908<0*;0X60545*:-54*9-:-984W]*84*E-W*.0*;0X68;07*
41*:0;21;E*TT,*;0504*41*9/0-;*X60607*;0X60545*-37*;046;3*41*31;E-/*1:0;-4813G*

*

*

*

*

*

*

*

*

*

*

*
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,0;<0;*!0;21;E-390*`;-:Z5* *
*

Result Set based on Scenario 2:  
!6./85Z83=*E6/48:/0*:;176945*-4*1390*-/13=*L84Z*!;128/0*:6./85ZG*`;-:Z*5Z1L5*4Z0*5W540E*Z0-/4Z*76;83=*
IJ *:;176945*:6./85Z*41*̂OO_*'37;187*#6==07*70<8905]*'B),*90;48289-40*:;128/0*41*8%,*-37*'37;187*
70<8905*>̂ _*0-9Z@G****
CPU Utilization 

*
Observation:*'< 0;-=0 *)!N*648/8V-4813*13*,CD*50;<0;*L-5*-;1637*Ocd*-37*21;*B,*50;<0;5*84*L-5*
.0/1L* O d̂G*)1351/0*-37*'!T*50;<0;*)!N*65-=0*L-5*.0/1L* KJd*L84Z*5:8R05*6:*41*cJd *
 
Available Memory 

 
Observation:*'<0; -=0*i *̀ Q *E0E1;W*L-5*6507*13*B,*50;<0;5*76;83=*4Z0*4054G*O*41*F*̀ Q*12*E0E1;W*
L-5*6507*13*)1351/0*-37*'!T*50;<0;5 G**
*
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Requests/Sec 

*
*
Observation:*"-9Z*B,*50;<0;* :;1905507*iP *;0X60545Y509*13*-<0;-=0*L84Z*E-\*;0X6054*6:*41*PPi*
;0X6054Y509G*+Z050*;0X60545*-;0*A++!, *;0X60545*L84Z*,,D*:-55*4Z;16=Z*504483=5*13*$^*/1-7*
.-/-390;G**
 
Network – Bytes Received/sec 

*
*
Observation:*B,*L- 5*;0908<83=*6:*41*IF GJJ*&Q*12*7-4-*76;83=*4Z0*-948<0*:;17694Y:;128/0Y-::/89-4813*
:6./85ZG*'<0;-=0*QW405*#0908<07Y,09*21;*B,*L-5*HGK*&QY5*-37*21;*,CD*50;<0;*HGH*&QY5*
*
Network – Bytes Sent/sec(During product/profile/application publish) 
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*
Observation:*B,*L-5 *503783=*6:*41*KPGP*&Q*12*7-4-*76;83=*4Z0*-948<0*:;17694Y:;128/0Y-::/89-4813*
:6./85Z*-37*,CD*50;<0;*-<0;-=0* QW405*,034Y,09*L-5*KP*&QG*'<0;-=0*QW405*,034Y,09*13*B,*L-5* PG*̂
&QY5*76;83=*4Z0*4054*
 

SQL Server Activity 

*
ObservationU*'3*-<0;-=0*12* KFiiF *Q-49Z*#0X6054Y509*L-5*1.50;<07*13*4Z0*7-4-.-50G*'3*-<0;-=0 *
12*KK^^H4;-35-948135Y509*L-5*1.50;<07 *13*4Z0*-::/89-4813*7-4-.-50*-37*4Z0*1<0;-//*-<0;-=0*
4;-35-948135Y509*L-5*cFHOcG*!0;81789*5:8R05*L0;0*1.50;<07*13*B-4-.-50*50;<0;5G*+Z85*L-5*760*41*
70<8905*9Z09Re83*0<0;W*K*E836405*
*
CPU Utilization - RSCC Servers 
*

*
*
Observation:*&-\*)!N* 648/8V-4813*13*#,))*50;<0;5* L-5 *.0/1L*KJdG*
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*
Memory Utilization - RSCC Servers 
*

*
Observation:*&0E1;W*648/8V-4813*13*#,))*50;<0;5* L-5 *.0/1L* OJdG*
 

*

*

*

*

*

*

*

*
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'::0378\ *
 
SQL Server Recommendations 

 
-@* '77 *I *40E:7. *28/0*:0;*91;0*>IIK *40E:7. *28/05*21;*IIK *91;0@**

8@* "-9Z*40E:7.*7-4-*28/0*L-5*-7707*L84Z*.0/1L*:-;-E040;5U *

>I@*T3848-/*,8V0U*IcJJJ*&Q*

>K@*'641=;1L4ZU*^IK*&Q*

>O@*,-E:/0*59;8:4*21;*-7783=*30L*40E:7.* 28/05*

 
.@* '77*.0/1L*+;-90*2/-=5*83*,4-;46:*!-;-E040;5*21;*nE55X/50;<0;n*50;<890*-5*:0;*&89;15124*

;091EE037-48135**

Trace Flag* Knowledge Base*

8@* T174 * https://support.microsoft.com/en-us/help/3026083/fix-sos-
cachestore-spinlock-contention-on-ad-hoc-sql-server-plan-
cache *

88@* T834 * https://support.microsoft.com/en-us/help/920093/tuning-
options-for-sql-server-when-running-in-high-performance-
workloads *

888@* T3247 * https://support.microsoft.com/en-
us/help/3216543/workloads-that-utilize-many-frequent-short-
transactions-in-sql-server *

 
*

9@* ,04*oD19R*!-=05*83*&0E1;Wp*:;8<8/0=0*21;*4Z0*50;<890*-991634**

8@* %:03*Local Group Policy Editor*
ii)* (-<8=-40*41*Computer Configuration > Windows Settings > Local Policies > User Rights 

Assignment 
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7@* B85-./0*n(-E07*!8:05n*-37* "3-./0*n+)!YT!n*304L1;R*:;14191/ **

8@* %:03*Sql Server Configuration Manager*
88@* (-<8=-40*41*SQL Server Network Configuration > Protocols for MSSQLSERVER*

 
 

*

0@* T39;0-50*&-\8E6E*M1;R0;*4Z;0-75*83*50;<0;*:;1:0;4805*41*n7500n**

8@* %:03*Server Properties*2;1E*,,&,*-37*=1*41* Processors 4-. *
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2@* ,04*o&-\*B0=;00 *12*!-;-//0/85Ep*41*K*-37*o)154*4Z;05Z1/7*21;*!-;-//0/85Ep*41*̂ J **

8@* %:03*Server Properties*2;1E*,,&,*-37*=1*41* Advanced 4-. *

 
 
 

=@* "3-./0 *o#0908<07*,870*59-/0p*504483=*21;*(04L1;R*'7-:40;*13*,CD*50;<0;**

8@* %:03*Device Manager*83*,CD*50;<0;*-37*;63*B"?&`&+GE59*2;1E*)1EE-37*!;1E:4 *
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88@* "\:-37  Network adapters]*;8=Z4*9/89R*13*W16;*-7-:40;*-37*50/094*Properties*

888@*,0/094*4Z0*Advanced*4-.*-37*2837*Receive Side Scaling. *,04*4Z85*41*Enabled*82*84*853b4*
-/;0-7WG*

 
 

Z@* ,04*oB0/-W07*B6;-.8/84Wp*6370;*7-4-.-50*:;1:0;4805*q*o$1;907p*41*;07690*M;840D1=*L-845**

8@* %:03*Database Properties*2;1E*,,&,*-37* =1*41*Options*
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Hardware Recommendations 

IG* "3-./0 *(04L1;R*T340;2-90*)-;7*o#0908<07*,870*,9-/83=p*21;*022898034*7854;8.648135*12*304L1;R*
;0908<0*:;1905583=*-9;155*E6/48:/0*)!N5*13*-//*-::/89-4813*50;<0;5G**

-@* %:03*Device Manager*83*,CD*50;<0;*-37*;63*B"?&`&+ GE59*2;1E*)1EE-37*!;1E:4 *

.@* "\:-37  Network adapters]*;8=Z4*9/89R*13*W16;*-7-:40;*-37*50/094*Properties*

c)* ,0/094*4Z0*Advanced*4-.*-37*2837*Receive Side Scaling. *,04*4Z85*41*Enabled*82*84*853b4*
-/;0-7WG 

 
 

WS1 UEM Application Servers Settings and Recommendations 
IG* ,04*!;17694*!;1<8581383=*'M)&*+Z;144/0*#-40U*KJ**

TG* (-<8=-40*41*Settings > Installation > Performance Tuning*

 
KG* ,04*!;17694*!;1<8581383=*)1EE-37*#0/0-50*Q-49Z*,8V0U*KJJJ*:0;*K*E835**

TG* (-<8=-40*41*Settings > Installation > Performance Tuning*
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OG* ,04*)0;48289-40*!;128/0*!6./85Z*$;0X6039WU*IJJ**

TG* (-<8=-40*41*Settings > Installation > Performance Tuning*

 
 

PG* ,04*'::/0*!;128/0*T354-//-4813*Q-49Z*,8V0U*P^J**

TG* (-<8=-40*41*,04483=5*t*T354-//-4813*t*!0;21;E-390*+6383=*

*
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^G* ,04*8%,*B0<890*T3<8405*!0;*,09137UOJ**

TG* (-<8=-40*41*Settings > Installation > Performance Tuning*

 
cG* %<0;;870*4Z0*702-6/4*<-/60*83*,W540E9170*4-./0*21;*$-54D-30&055-=0#-40&6/48:/0*41*IG^*.W*

6:7-483=*,W540E91701<0;;870*4-./0*83*BQG*
HG* "<034*/1=*91351/87-4813*U*+Z85*28/0*n'MG)Z-3=0"<034GC6060,0;<890G0\0G91328=p*Z-5*41*.0*

E1782807*L84Z*.0/1L*9Z-3=05>13*)1351/0]*B,]*!"*-37*)B,*50;<0;5@**
8G* (007*41*-77*4Z050*4L1*-44;8.6405>Z8=Z/8=Z407*83*.1/7@6370;*'M"<034D1= *5094813U**

<add 
name="AWEventLog" serverAddress=".\Private$\" bulkReadLimit="500" batchInterval="10000"/>  

iG* +6;3*13*'641*; 04;W*504483=U ProductProvisioningFailedJobRetryFeatureFlag*
URL:*https://{envUrl}/api/system/FeatureFlag/{ffName}/{ogUuid}/{true|false} *
MethodU*!%,+**
API Body: 
uu* *u{  
  *       "name": "",  
     *    "isEnabled": true,  
       *  "state": "Production"  
   *  } 
HeadersU**

********-64Z1;8V-4813U*Q-589*vQ-50cP*"391707*);070348-/5w**
********9134034e4W:0U*-::/89-4813Y[513**
********-L e403-34e9170U*v'!T*_0Ww**
********'990:4 U*-::/89-4813Y[513**

 
 
To get Global OG UUID:  
**
u* 50/094*D19-4813`;16:NNTB*2;1E*D19-4813`;16: *>31/19R@*LZ0;0*/19-4813=;16:87*q*H**

*
To validate if Feature Flag is enabled: *
"\:09407*;05:1350*85*KJJG*N50*4Z0*̀04*'!T *41*<-/87-40*82*4Z0*$0-46;0*2/-=*85*03-./07G**

******Z44:5UYYxZ154yY-:8Y5W540EY20-46;02/-=Yx$0-46;0$/-=(-E0yYxD19-4813`;16:NNTBy**
*
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FG* ,E-;4 *̀ ;16:*:-49Z*'!T*41*-77*650;5*41*0\85483=*,E-;4*`;16: *
************ 
******API URLU*':8YE7EY5E-;4=;16:5Yz,E-;4`;16:NNTB t *
      MethodU*!'+)A *
*
******#0:/-90* z,E-;4`;16:NNTB t*L84Z*4Z0*NNTB*12*4Z0*,E-;4*`;16:*4Z-4*30075*41*.0*6:7-407*
*
******* API Body: *
*********v*
*************x*
***************n1:nU*n-77n]*
****************n:-4ZnU*nY5E-;4`;16:5%:0;-48135?KY650;5n]*
****************n<-/60nU*n*z"3;1//E034N50;NNTBIt]*z"3;1//E034N50;NNTBKtn*
*************y*
***********w*
*******#0:/-90* z*"3;1//E034N50;NNTB*t*L84Z*4Z0*NNTB*12*4Z0*650;5*4Z-4*30075*41*.0*-7707 *
*
******Headers:*

***-64Z1;8V-4813U*Q-589*vQ-50cP*"391707*);070348-/5w**
****9134034e4W:0U*-::/89-4813Y[513**
****-L e403-34e9170U*v'!T*_0Ww**
****-990:4U**-::/89-4813Y[513{<0;5813qK*
*
*

IJG*+6;3*13*#,)) *20-46;0*2/-=Uu*!6//,0;<890T354-//0;$0-46;0$/-= *-37*
#0/-W,0;<0; )/167) 1330941;$0-46;0$/-= *
URL:*Z44:5UYYx03<N;/yY-:8Y5W540EY$0-46;0$/-=Yx22(-E0yYx1=N687yYx4;60|2-/50y**
MethodU*!%,+ **
API Body: 
uu* *ux**
uu* *uuu*un3-E0nU*nn]**
uu*uu* u*un85"3-./07nU*4;60]**
uu*uuu** un54-40nU*n!;17694813n**
**** *y*
HeadersU**

********-64Z1;8V-4813U*Q-589*vQ-50cP*"391707*);070348-/5w**
********9134034e4W:0U*-::/89-4813Y[513**
********-L e403-34e9170U*v'!T*_0Ww**
********'990:4 U*-::/89-4813Y[513**

*
 
To get Global OG UUID:  
**
u* 50/094*D19-4813`;16:NNTB*2;1E*D19-4813`;16: *>31/19R@*LZ0;0*/19-4813=;16:87*q*H**

*
To validate if Feature Flag is enabled: *
"\:09407*;05:1350*85*KJJG*N50*4Z0*̀04*'!T *41*<-/87-40*82*4Z0*$0-46;0*2/-=*85*03-./07G**



!"#$%#&'()"*+",+*#"! %#+* 

   28 

******Z44:5UYYxZ154yY-:8Y5W540EY20-46;02/-=Yx$0-46;0$/-=(-E0yYxD19-4813`;16:NNTBy**
*
*

IIG*N: 7-40*5W540E91705*6583=*.0/1L*,CD*59;8:4U*

Q"`T(*+#'(,')+T%( *
ee*-94*
6:7-40*7.1G5W540E9170*504*702-6/4<-/60*q^J*LZ0;0*5W540E917087*q*^HK^*
6:7-40*7.1G5W540E9170*504*702-6/4<-/60qKJJJ*LZ0;0*5W540E917087*q*^iIi*
6:7-40*7.1G5W540E9170*504*702-6/4<-/60qI*LZ0;0*5W540E917087*q*^iIF*

ee*<0;82W*
50/094*}*2;1E*7.1G5W540E9170*LZ0;0*5W540E917087*83*>^iIi]*^iIF]*̂ HK^@*
*
ee*1390*4Z85*85*91328;E07]*91EE84*
)%&&T+*+#'(,')+T%( *
*
ee*1;*0/50*;0<0;4*
ee*#%DDQ')_*+#'(,')+T%( *

*
*

IKG*#,))*)1351/0*91328=6;-4813U*
*

e* (-<8=-40*41*B0<890*t*!;1<8581383=*t*#0/-W50;<0;5*t*D854*?80L *

e* "784*#,))*,0;<0; *

e* N: 7-40*.0/1L*<-/605*

e* *
*
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