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List of deprecated Workspace ONE UEM REST API endpoints 

 

# 
Endpoint 
Description 

Deprecated URL New Supported URL 

1 
Update public 
application 

/api/mam/apps/public/{applicationid}/update /api/mam/apps/public/{applicationid} 

2 
Search Play Store 
for Applications 

/api/mam/apps/playstoresearch?appname={name} /api/mam/apps/playstore/search 

3 
Search Windows 
App Store for 
Applications 

/api/mam/apps/windowsstoresearch?appname={ap 
pname}&platform={platform} 

/api/mam/apps/windowsstore/search 

4 
Search Apple App 
Store for 
Applications 

/api/mam/apps/applestoresearch?appname={name 
} 

/api/mam/apps/applestore/search 

5 
Assign Smart Group 
to Internal 
Application 

/api/mam/apps/internal/{ApplicationId}/addsmartg 
roup/{SmartgroupId} 

/api/mam/apps/internal/{applicationid}/smartgroups 
/{smartgroupid} 

6 
Assign Smart Group 
to a Public 
Application 

/api/mam/apps/public/{ApplicationId}/addsmartgro 
up/{SmartgroupId} 

/api/mam/apps/public/{applicationid}/smartgroups/{ smartgroupid} 

7 
Remove Smart 
Group from 
Internal Application 

/api/mam/apps/internal/{ApplicationId}/deletesmar 
tgroup/{SmartgroupId} 

/api/mam/apps/internal/{applicationid}/smartgroups 
/{smartgroupid} 

8 
Remove Smart 
Group from Public 
Application 

/api/mam/apps/public/{ApplicationId}/deletesmart 
group/{SmartgroupId} 

/api/mam/apps/public/{applicationid}/smartgroups/{ smartgroupid} 

9 
Get Application 
Management 
Status 

/api/mam/apps/getmanagementstatus?manageme 
ntid={managementid}&bundleid={bundleid} 

api/mam/apps/managementstatus?managementid={ 
managementid}&bundleid={bundleid} 

10 
Retrieve Assigned 
Devices (Internal 
Application) 

/api/mam/apps/internal/{applicationid}/assignedde 
vices?locationgroupid={locationgroupid}&page={pa 
ge}&pagesize={pagesize} 

/api/mam/apps/internal/{applicationid}/devices?stat 
us={status}&locationgroupid={locationgroupid}&page 
={page}&pagesize={pagesize} 

11 
Retrieve Assigned 
Devices 
(Public Application) 

/api/mam/apps/Public/{applicationid}/assigneddevi 
ces?locationgroupid={locationgroupid}&page={page 
}&pagesize={pagesize} 

/api/mam/apps/public/{applicationid}/devices 

12 

Retrieve Assigned 
Devices with 
Purchased 
Application 

/api/mam/apps/purchased/{applicationid}/assigned 
devices?locationgroupid={locationgroupid}&page={ 
page}&pagesize={pagesize} 

/api/mam/purchased/{applicationid}/devices 

13 
Retrieve Installed 
Devices (Internal 
Application) 

/api/mam/apps/internal/{applicationid}/installedde 
vices?locationgroupid={locationgroupid}&page={pa 
ge}&pagesize={pagesize} 

api/mam/apps/internal/{applicationid}/devices 

14 
Retrieve Installed 
Devices (Public 
Application) 

/api/mam/apps/public/{applicationid}/installeddevi 
ces?locationgroupid={locationgroupid}&page={page 
}&pagesize={pagesize} 

/api/mam/apps/public/{applicationid}/devices 

15 

Retrieve Installed 
Devices with 
Purchased 
Application 

/api/mam/apps/purchased/{applicationid}/installed 
devices?locationgroupid={locationgroupid}&page={ 
page}&pagesize={pagesize} 

/api/mam/purchased/{applicationid}/devices 

16 
Create Application 
Group 

/api/mam/apps/appgroups/create /api/mam/apps/appgroups 

17 
Search Application 
Group 

/api/mam/apps/appgroupsearch?name={appgroup 
name}&organizationgroupid={organizationgroupid} 
&plaform={platform} 
&appgrouptype={appgrouptype}&orderby={orderby 
}&sortorder={sortorder}&page={page}&pagesize={p agesize} 

/api/mam/apps/appgroups/search 

18 
Update Application 
Group 

/api/mam/apps/appgroups/{appgroupid}/update /api/mam/apps/appgroups/{appgroupid} 
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# 
Endpoint 
Description 

Deprecated URL New Supported URL 

19 
Delete Application 
Group 

/api/mam/apps/appgroups/delete /api/mam/apps/appgroups 

20 
Add Application to 
an Application 
Group 

/api/mam/apps/appgroups/{appgroupid}/addapplic ations /api/mam/apps/appgroups/{appgroupid}/application s 

21 
Delete Application 
from the 
Application Group 

/api/mam/apps/appgroups/{appgroupid}/deleteapp lications /api/mam/apps/appgroups/{appgroupid}/application s 

22 
Create VPP 
Application 
Allocation 

/api/mam/apps/purchased/{applicationid}/assignm entcreate /api/mam/apps/purchased/{applicationid}/assignme nt 

23 
Search VPP 
Application 

/api/mam/apps/purchasedappsearch?applicationna 
me={applicationname}&locationgroupid={locationgr 
oupid}&bundleid={bundleid}&platform={platform}& 
model={model}&status={status}&isassigned={isassig 
ned}&orderby={orderby}&page={page}&pagesize={ pagesize} 

/api/mam/apps/purchased/search 

24 

Update VPP 
Licensed 
Application 
Assignment 

/api/mam/apps/purchased/{applicationid}/update /api/mam/apps/purchased/{applicationid} 

25 
Get VPP Invite 
Status 

/api/mam/apps/purchased/{applicationid}/getvppin 
vitestatus/{deviceid} 

/api/mam/apps/purchased/{applicationid}/vppinvite status/{deviceid} 

26 
Send Bulk VPP 
Invite 

/api/mam/apps/purchased/{applicationid}/sendvpp invite /api/mam/apps/purchased/{applicationid}/vppinvite 

27 
Delete VPP 
Application Smart 
Group Assignment 

/api/mam/apps/purchased/{applicationid}/deletes 
martgroup/{smartgroupid} 

/api/mam/apps/purchased/{applicationid}/smartgro ups/{smartgroupid} 

28 
Change Device 
Passcode 

/api/mdm/devices/{deviceid}/commands/changepa sscode /api/mdm/devices/{id}/commands/changepasscode 

29 
Clear Passcode 
using Device ID 

/api/mdm/devices/{id}/clearpasscode 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

30 Enterprise Wipe /api/mdm/devices/{id}/enterprisewipe 
/api/mdm/devices/{deviceid}/commands?command= 
{command} 

31 
Enterprise Wipe in 
Bulk 

/api/mdm/devices/enterprisewipe 
/api/mdm/devices/commands/bulk?command={com 
mand}&searchby={searchby} 

32 Find Device /api/mdm/devices/{id}/finddevice /api/mdm/devices/{deviceid}/commands/finddevice 

33 Find Device /api/mdm/devices/{deviceid}/commands/finddevic e 
/api/mdm/devices/commands/finddevice?searchby= 
{searchby}&id={id} 

34 
Lock Device using 
Device ID 

/api/mdm/devices/{id}/lockdevice 
/api/mdm/devices/{deviceid}/commands?command= 
{command} 

35 Lock Devices in Bulk /api/mdm/devices/lockdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

36 
Query Device using 
Device ID 

/api/mdm/devices/{id}/query 
/api/mdm/devices/{deviceid}/commands?command= 
{command} 

37 Device Wipe /api/mdm/devices/{id}/devicewipe 
/api/mdm/devices/{deviceid}/commands?command= 
{command} 

38 
Delete Devices in 
Bulk 

/api/mdm/devices/delete /api/mdm/devices/bulk?searchby={searchby} 
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# 
Endpoint 
Description 

Deprecated URL New Supported URL 

39 Sync Device /api/mdm/devices/{id}/syncdevice 
/api/mdm/devices/{deviceid}/commands?command= 
{command} 

40 Send Email /api/mdm/devices/{id}/sendmessage/email /api/mdm/devices/{id}/messages/email 

41 Send Email- Bulk /api/mdm/devices/sendmessage/email /api/mdm/devices/messages/bulkemail?searchby={s earchby} 

42 Send SMS /api/mdm/devices/{id}/sendmessage/sms /api/mdm/devices/{id}/messages/sms 

43 Send SMS in Bulk /api/mdm/devices/sendmessage/sms /api/mdm/devices/messages/bulksms?searchby={sea rchby} 

44 Send Push Message /api/mdm/devices/{id}/sendmessage/push /api/mdm/devices/{id}/messages/push 

45 
Send Push Message 
in Bulk 

/api/mdm/devices/sendmessage/push /api/mdm/devices/messages/bulkpush?searchby={se archby} 

46 
Send Remote 
Action Command 

/api/mdm/devices/{id}/remotecontrol /api/mdm/devices/commands/remotecontrol?search by={searchby}&id={id} 

47 
Add Note to the 
Device 

/api/mdm/devices/{deviceid}/addnote /api/mdm/devices/{deviceId}/notes 

48 
Update Note onto 
the Device 

/api/mdm/devices/{deviceid}/notes/{noteid}/updat e /api/mdm/devices/{deviceId}/notes/{noteid} 

49 
Update Device 
Custom Attribute 

/api/mdm/devices/{id}/updatecustomattributes /api/mdm/devices/{id}/customattributes 

50 
Delete Custom 
Attribute 

/api/mdm/devices/{id}/deletecustomattributes /api/mdm/devices/{id}/customattributes 

51 
Create Organization 
Group 

/api/system/groups/{id}/creategroup /api/system/groups/{id} 

52 
Update 
Organization Group 
Details 

/api/system/groups/{id}/update /api/system/groups/{id} 

53 
Fetch Child 
Organization Group 
Details 

/api/system/groups/{id}/getchild /api/system/groups/{id}/children 

54 
Delete Organization 
Group 

/api/system/groups/{id}/delete /api/system/groups/{id} 

55 
Fetch Admin Users' 
Details 

/api/system/groups/{id}/getadmins /api/system/groups/{id}/admins 

56 
Fetch Enrollment 
Users' Details 

/api/system/groups/{id}/getusers /api/system/groups/{id}/users 

57 
Retrieve Sampling 
Rates 

/api/system/groups/{id}/sampleratesbyplatform?pl 
atform={platform} 

api/system/groups/{id}/samplerates?platform={platf orm} 

58 Create Smart Group api/mdm/smartgroups/create /api/mdm/smartgroups 

59 
Update Smart 
Group 

/api/mdm/smartgroups/{id}/update /api/mdm/smartgroups/{id} 



Workspace ONE UEM REST API endpoints 

6 

 

 

# 
Endpoint 
Description 

Deprecated URL New Supported URL 

60 
Delete Smart 
Groups 

api/mdm/smartgroups/{id}/delete /api/mdm/smartgroups/{id} 

61 REST API info /api/v1 /api/system/info 

62 REST API info /api/v2 /api/system/info 

63 
list of Operating 
Systems for the 
specified platform 

api/mdm/picklists/platforms/{platform}/getoperati ngsystems api/mdm/picklists/platforms/{platform}/operatingsys tems 

64 
Gets Device Model 
List by Platform 

api/mdm/picklists/platforms/{platform}/getdevicem odels api/mdm/picklists/platforms/{platform}/devicemodel s 

65 
Gets Certificate 
Authority List by 
OgId 

api/mdm/picklists/organizationGroups/{ogId}/getce 
rtificateauthorities 

api/mdm/picklists/organizationgroups/{ogId}/certific ateauthorities 

66 
Gets Vpn Types by 
Platform 

api/mdm/picklists/platforms/{platform}/getvpntype s api/mdm/picklists/platforms/{platform}/vpntypes 

67 

Gets Certificate 
Templates List for 
Certificate 
Authority 

api/mdm/picklists/organizationgroups/{ogId}/certifi 
cateauthorities/{certificateAuthorityId}/getcertificat etemplates 

api/mdm/picklists/organizationgroups/{ogid}/certific 
ateauthorities/{certificateAuthorityId}/certificatetem plates 

68 
Sends a push 
notification to the 
device 

api/mdm/devices/udid/{udid}/sendmessage/push /api/mdm/devices/messages/push?searchby={search by}&id={id} 

69 
Sends a push 
notification to the 
device 

api/mdm/devices/serialnumber/{serialnumber}/sen 
dmessage/push 

/api/mdm/devices/messages/push?searchby={search by}&id={id} 

70 
Sends a push 
notification to the 
device 

/api/mdm/devices/macaddress/{macaddress}/send 
message/push 

/api/mdm/devices/messages/push?searchby={search by}&id={id} 

71 
Changes the 
passcode of device 

api/mdm/devices/{id}/changepasscode api/mdm/devices/{id}/commands/changepasscode 

72 

Retrieves 
information about 
multiple devices 
identified by MAC 
address 

api/mdm/devices/macaddress api/mdm/devices?searchby={searchby} 

73 

Retrieves 
information about 
multiple devices 
identified by serial 
number 

api/mdm/devices/serialnumber api/mdm/devices?searchby={searchby} 

74 

Retrieves 
information about 
multiple devices 
identified by UDID 

api/mdm/devices/udid api/mdm/devices?searchby={searchby} 

75 
Bulk SMS by MAC 
address 

api/mdm/devices/macaddress/sendmessage/sms api/mdm/devices/messages/bulksms?searchby={sear chby} 

76 
Bulk SMS by Device 
UDID 

api/mdm/devices/udid/sendmessage/sms api/mdm/devices/messages/bulksms?searchby={sear chby} 

77 
Bulk SMS by Device 
Serial Number 

api/mdm/devices/serialnumber/sendmessage/sms api/mdm/devices/messages/bulksms?searchby={sear chby} 

78 
Enterprise Wipe in 
Bulk by Device ID 

/api/mdm/devices/enterprisewipe 
/api/mdm/devices/commands/bulk?command={com 
mand}&searchby={searchby} 
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# 
Endpoint 
Description 

Deprecated URL New Supported URL 

79 
Enterprise Wipe in 
Bulk by 
MacAddress 

/api/mdm/devices/macaddress/enterprisewipe 
/api/mdm/devices/commands/bulk?command={com 
mand}&searchby={searchby} 

80 
Enterprise Wipe in 
Bulk by UDID 

/api/mdm/devices/udid/enterprisewipe 
/api/mdm/devices/commands/bulk?command={com 
mand}&searchby={searchby} 

81 
Enterprise Wipe in 
Bulk by Serial 
Number 

/api/mdm/devices/serialnumber/enterprisewipe 
/api/mdm/devices/commands/bulk?command={com 
mand}&searchby={searchby} 

82 
Bulk Lock Device by 
Device ID 

/api/mdm/devices/lockdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

83 
Bulk Lock Device by 
Mac Address 

api/mdm/devices/macaddress/lockdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

84 
Bulk Lock Device by 
UDID 

/api/mdm/devices/udid/lockdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

85 
Bulk Lock Device by 
Serial Number 

/api/mdm/devices/serialnumber/lockdevice 
/api/mdm/devices/commands?command={command}&searchby={searchBy}
&id={id} 

86 
Retrieve Bulk GPS 
Co-ordinates from 
the Device 

/api/mdm/devices/macaddress/gps /api/mdm/devices/gps?searchby={searchBy} 

87 
Retrieve Bulk GPS 
Co-ordinates from 
the Device 

/api/mdm/devices/udid/gps /api/mdm/devices/gps?searchby={searchBy} 

88 
Retrieve Bulk GPS 
Co-ordinates from 
the Device 

/api/mdm/devices/serialnumber/gps /api/mdm/devices/gps?searchby={searchBy} 

89 
Bulk delete by 
Device ID 

/api/mdm/devices/delete /api/mdm/devices/bulk?searchby={searchby} 

90 
Bulk delete by Mac 
Address 

/api/mdm/devices/macaddress/delete /api/mdm/devices/bulk?searchby={searchby} 

91 Bulk delete by UDID /api/mdm/devices/udid/delete /api/mdm/devices/bulk?searchby={searchby} 

92 
Bulk delete by 
Serial Number 

/api/mdm/devices/serialnumber/delete /api/mdm/devices/bulk?searchby={searchby} 

93 
Bulk Push Message 
using Mac Address 

/api/mdm/devices/macaddress/sendmessage/push /api/mdm/devices/messages/bulkpush?searchby={se archby} 

94 
Bulk Push Message 
using UDID 

/api/mdm/devices/udid/sendmessage/push /api/mdm/devices/messages/bulkpush?searchby={se archby} 

95 
Bulk Push Message 
using Serial 
Number  

/api/mdm/devices/serialnumber/sendmessage/pus h /api/mdm/devices/messages/bulkpush?searchby={se archby} 

96 
Send Email in Bulk 
using Mac Address 

/api/mdm/devices/macaddress/sendmessage/email /api/mdm/devices/messages/bulkemail?searchby={s earchby} 

97 
Send Email in Bulk 
using UDID 

/api/mdm/devices/udid/sendmessage/email /api/mdm/devices/messages/bulkemail?searchby={s earchby} 

98 
Send Email in Bulk 
using Serial 
Number 

/api/mdm/devices/serialnumber/sendmessage/ema il /api/mdm/devices/messages/bulkemail?searchby={s earchby} 

99 
Send Remote 
Action Command 
using UDID 

/api/mdm/devices/udid/{udid}/remotecontrol /api/mdm/devices/commands/remotecontrol?search by={searchby}&id={id} 
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Endpoint 
Description 

Deprecated URL New Supported URL 

100 

Send Remote 
Action Command 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/re 
motecontrol 

/api/mdm/devices/commands/remotecontrol?search by={searchby}&id={id} 

101 
Send Remote 
Action Command 
using Mac Address 

/api/mdm/devices/macaddress/{macaddress}/remo tecontrol /api/mdm/devices/commands/remotecontrol?search by={searchby}&id={id} 

102 
Change Device 
Organization Group 

/api/mdm/devices/organizationgroup?searchby={se 
archby}&id={id}&ogid={ogid} 

/api/mdm/devices/commands/changeorganizationgr 
oup?searchby={searchby}&id={id}&ogid={organizatio ngroupid} 

103 
Change Device 
Organization Group 

/api/mdm/devices/{id}/changeorganizationgroup/{o 
rganizationgroupid} 

/api/mdm/devices/{id}/commands/changeorganizati 
ongroup/{organizationgroupid} 

104 
Update Device 
Custom Attribute 

/api/mdm/devices/serialnumber/{serialnumber}/up 
datecustomattributes 

/api/mdm/devices/serialnumber/{serialnumber}/cust omattributes 

105 
Update Device 
Custom Attribute 

/api/mdm/devices/assetnumber/{assetnumber}/up 
datecustomattributes 

/api/mdm/devices/assetnumber/{assetnumber}/cust omattributes 

106 
Delete Custom 
Attribute 

/api/mdm/devices/serialnumber/{serialnumber}/de 
letecustomattributes 

/api/mdm/devices/serialnumber/{serialnumber}/cust omattributes 

107 
Edit Device using 
Device ID 

/api/mdm/devices/{id}/editdevice /api/mdm/devices/{id} 

108 
Delete Device using 
Mac Address 

/api/mdm/devices/macaddress/{macaddress} /api/mdm/devices?searchby={searchby}&id={id} 

109 
Delete Device using 
UDID 

/api/mdm/devices/udid/{udid} /api/mdm/devices?searchby={searchby}&id={id} 

110 
Delete Device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber} /api/mdm/devices?searchby={searchby}&id={id} 

111 
Edit Device using 
UDID 

/api/mdm/devices/udid/{udid}/editdevice /api/mdm/devices/{id} 

112 
Edit Device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/ed itdevice /api/mdm/devices/{id} 

113 
Edit Device using 
Mac Address 

/api/mdm/devices/macaddress/{macaddress}/editd evice /api/mdm/devices/{id} 

114 
Retrieves Device 
Information using 
UDID 

/api/mdm/devices/udid/{udid}  /api/mdm/devices?searchby={searchby}&id={id} 

115 
Retrieves Device 
Information using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress} /api/mdm/devices?searchby={searchby}&id={id} 

116 
Retrieves Device 
Information using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber} /api/mdm/devices?searchby={searchby}&id={id} 

117 

Retrieve 
Application Details 
from the Device 
using Mac Address 

/api/mdm/devices/macaddress/{macaddress}/apps 
?page={page}&pagesize={pagesize} 

/api/mdm/devices/apps?searchby={searchby}&id={id 
}&page={page}&pagesize={pagesize} 

118 

Retrieve 
Application Details 
from the Device 
using UDID 

/api/mdm/devices/udid/{udid}/apps?page={page}& 
pagesize={pagesize} 

/api/mdm/devices/apps?searchby={searchby}&id={id 
}&page={page}&pagesize={pagesize} 

119 

Retrieve 
Application Details 
from the Device 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/ap 
ps?page={page}&pagesize={pagesize} 

/api/mdm/devices/apps?searchby={searchby}&id={id 
}&page={page}&pagesize={pagesize} 

https://architecture.airwatchqa.com/api/help%23/api/mdm/help/endpoints/GET-devices-udid-udid
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Endpoint 
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120 

Retrieve 
Enrollment User 
Details using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/us er /api/mdm/devices/user?searchby={searchby}&id={id} 

121 
Retrieve  User 
Details using MAC 
Address 

/api/mdm/devices/macaddress/{macaddress}/user 
/api/mdm/devices/user?searchby={searchby}&id={id 
} 

122 
Retrieve  User 
Details using UDID 

/api/mdm/devices/udid/{udid}/user 
/api/mdm/devices/user?searchby={searchby}&id={id 
} 

123 
Retrieve Device 
profile details using 
Mac Address 

/api/mdm/devices/macaddress/{macaddress}/profil 
es?page={page}&pagesize={pagesize} 

/api/mdm/devices/profiles?searchby={searchby}&id= 
{id}&page={page}&pagesize={pagesize} 

124 
Retrieve Device 
profile details using 
UDID 

/api/mdm/devices/udid/{udid}/profiles?page={page 
}&pagesize={pagesize} 

/api/mdm/devices/profiles?searchby={searchby}&id= 
{id}&page={page}&pagesize={pagesize} 

125 
Retrieve Device 
profile details using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/pr 
ofiles?page={page}&pagesize={pagesize} 

/api/mdm/devices/profiles?searchby={searchby}&id= 
{id}&page={page}&pagesize={pagesize} 

126 
Retrieves device 
content details 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/conte 
nt?page={page}&pagesize={pagesize} 

/api/mdm/devices/content?searchby={searchby}&id 
={id}&page={page}&pagesize={pagesize} 

127 
Retrieve Device 
content details 
using UDID 

/api/mdm/devices/udid/{udid}/content?page={page 
}&pagesize={pagesize} 

/api/mdm/devices/content?searchby={searchby}&id 
={id}&page={page}&pagesize={pagesize} 

128 

Retrieve Device 
content details 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/co 
ntent?page={page}&pagesize={pagesize} 

/api/mdm/devices/content?searchby={searchby}&id 
={id}&page={page}&pagesize={pagesize} 

129 
Retrieves device 
certificate details 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/certif 
icates?page={page}&pagesize={pagesize} 

/api/mdm/devices/certificates?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

130 
Retrieves device 
certificate details 
using UDID 

/api/mdm/devices/udid/{udid}/certificates?page={p 
age}&pagesize={pagesize} 

/api/mdm/devices/certificates?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

131 

Retrieves device 
certificate details 
using Serial 
Number 

api/mdm/devices/serialnumber/{serialnumber}/cert 
ificates?page={page}&pagesize={pagesize} 

/api/mdm/devices/certificates?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

132 

Retrieves device 

event log using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/event 

log?page={page}&pagesize={pagesize}&severity={se 
verity}&dayrange={dayrange 

/api/mdm/devices/eventlog?searchby={searchby}&id 

={id}&page={page}&pagesize={pagesize}&severity={s 
everity}&dayrange={dayrange} 

133 
Retrieves device 
event log using 
UDID 

/api/mdm/devices/udid/{udid}/eventlog?page={pag 
e}&pagesize={pagesize}&severity={severity}&dayran 
ge={dayrange} 

/api/mdm/devices/eventlog?searchby={searchby}&id={id}&page={page}&pag
esize={pagesize}&severity={s everity}&dayrange={dayrange} 

134 
Retrieves device 
event log using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/ev 
entlog?page={page}&pagesize={pagesize}&severity= 
{severity}&dayrange={dayrange} 

/api/mdm/devices/eventlog?searchby={searchby}&id 
={id}&page={page}&pagesize={pagesize}&severity={s 
everity}&dayrange={dayrange} 

135 
Retrieves device 
GPS coordinates 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/gps? 
dayrange={dayRange} 

/api/mdm/devices/gps?searchby={searchby}&id={id} &dayrange={dayRange} 

136 
Retrieves device 
GPS coordinates 
using UDID 

/api/mdm/devices/udid/{udid}/gps?dayrange={day Range} /api/mdm/devices/gps?searchby={searchby}&id={id} &dayrange={dayRange} 

137 

Retrieves device 
GPS coordinates 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/gp 
s?dayrange={dayRange} 

/api/mdm/devices/gps?searchby={searchby}&id={id} &dayrange={dayRange} 

138 

Retrieve device 
security 
information using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/secur ity 
/api/mdm/devices/security?searchby={searchby}&id 
={id} 
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139 

Retrieve device 
security 
information using 
UDID 

/api/mdm/devices/udid/{udid}/security 
/api/mdm/devices/security?searchby={searchby}&id 
={id} 

140 

Retrieve device 
security 
information using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/se curity 
/api/mdm/devices/security?searchby={searchby}&id 
={id} 

141 

Retrieve device 
network 
information using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/netw ork 
/api/mdm/devices/network?searchby={searchby}&id 
={id} 

142 

Retrieve device 
network 
information using 
UDID 

/api/mdm/devices/udid/{udid}/network 
/api/mdm/devices/network?searchby={searchby}&id 
={id} 

143 

Retrieve device 
network 
information using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/ne twork 
/api/mdm/devices/network?searchby={searchby}&id 
={id} 

144 

Retrieve device 
compliance 
information using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/comp 
liance?page={page}&pagesize={pagesize} 

/api/mdm/devices/compliance?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

145 

Retrieve device 
compliance 
information using 
UDID 

/api/mdm/devices/udid/{udid}/compliance?page={ 
page}&pagesize={pagesize} 

/api/mdm/devices/compliance?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

146 

Retrieve device 
compliance 
information using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/co 
mpliance?page={page}&pagesize={pagesize} 

/api/mdm/devices/compliance?searchby={searchby} 
&id={id}&page={page}&pagesize={pagesize} 

147 
Retrieves device 
notes using MAC 
Address 

/api/mdm/devices/macaddress/{macaddress}/notes /api/mdm/devices/notes?searchby={searchby}&id={i d} 

148 
Retrieves device 
notes using UDID 

/api/mdm/devices/udid/{udid}/notes /api/mdm/devices/notes?searchby={searchby}&id={i d} 

149 
Retrieves device 
notes using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/no tes /api/mdm/devices/notes?searchby={searchby}&id={i d} 

150 
Retrieves particular 
note for device 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/notes 
/{noteId} 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

151 
Retrieves particular 
note for device 
using UDID 

/api/mdm/devices/udid/{udid}/notes/{noteId} /api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

152 

Retrieves particular 
note for device 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/no 
tes/{noteId} 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

153 
Add Device note 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/addN ote /api/mdm/devices/notes?searchby={searchby}&id={i d} 

154 
Add Device note 
using UDID 

api/mdm/devices/udid/{udid}/addNote /api/mdm/devices/notes?searchby={searchby}&id={i d} 

155 
Add Device note 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/ad dNote /api/mdm/devices/notes?searchby={searchby}&id={i d} 

156 
Update device note 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/notes 
/{noteId}/update 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 
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157 
Update device note 
using UDID 

/api/mdm/devices/udid/{udid}/notes/{noteId}/upda te /api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

158 
Update device note 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/no 
tes/{noteId}/update 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

159 
Delete device note 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/notes 
/{noteId} 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

160 
Delete device note 
using UDID 

/api/mdm/devices/udid/{udid}/notes/{noteId} /api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

161 
Delete device note 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/no 
tes/{noteId} 

/api/mdm/devices/notes/{noteid}?searchby={search by}&id={id} 

162 
Query Device using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/quer y 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

163 
Query Device using 
UDID 

/api/mdm/devices/udid/{udid}/query 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

164 
Query Device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/qu ery 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

165 
Clear Passcode 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/clear passcode 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

166 
Clear Passcode 
using UDID 

/api/mdm/devices/udid/{udid}/clearpasscode 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

167 
Clear Passcode 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/cle arpasscode 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

168 
Lock device using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/lockd evice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

169 
Lock device using 
UDID 

/api/mdm/devices/udid/{udid}/lockdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

170 
Lock device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/loc kdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

171 
Send email to 
device using MAC 
Address 

/api/mdm/devices/macaddress/{macaddress}/send 
message/email 

/api/mdm/devices/messages/email?searchby={searc hby}&id={id} 

172 
Send email to 
device using UDID 

/api/mdm/devices/udid/{udid}/sendmessage/email /api/mdm/devices/messages/email?searchby={searc hby}&id={id} 

173 
Send email to 
device using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/se 
ndmessage/email 

/api/mdm/devices/messages/email?searchby={searc hby}&id={id} 

174 
Send SMS to device 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/send 
message/sms 

/api/mdm/devices/messages/sms?searchby={search by}&id={id} 

175 
Send SMS to device 
using UDID 

/api/mdm/devices/serialnumber/{serialnumber}/se 
ndmessage/sms 

/api/mdm/devices/messages/sms?searchby={search by}&id={id} 

176 
Send SMS to device 
using Serial 
Number 

/api/mdm/devices/udid/{udid}/sendmessage/sms /api/mdm/devices/messages/sms?searchby={search by}&id={id} 

177 
Sync Device using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/sync device 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 
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178 
Sync device using 
UDID 

/api/mdm/devices/udid/{udid}/syncdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

179 
Sync device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/sy ncdevice 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

180 
Enterprise Wipe 
using MAC Address 

/api/mdm/devices/macaddress/{macaddress}/enter prisewipe 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

181 
Enterprise Wipe 
using UDID 

/api/mdm/devices/udid/{udid}/enterprisewipe 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

182 
Enterprise Wipe 
using Serial 
Number 

/api/mdm/devices/serialnumber/{serialnumber}/en 
terprisewipe 

/api/mdm/devices/commands?command={command}&searchby={searchBy}
&id={id} 

183 
Device Wipe using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/devic ewipe 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

184 
Device Wipe using 
UDID 

/api/mdm/devices/udid/{udid}/devicewipe 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

185 
Device Wipe using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/de vicewipe 
/api/mdm/devices/commands?command={command 
}&searchby={searchBy}&id={id} 

186 
Find device using 
MAC Address 

/api/mdm/devices/macaddress/{macaddress}/findd evice 
/api/mdm/devices/commands/finddevice?searchby= 
{searchby}&id={id} 

187 
Find device using 
UDID 

/api/mdm/devices/udid/{udid}/finddevice 
/api/mdm/devices/commands/finddevice?searchby= 
{searchby}&id={id} 

188 
Find device using 
Serial Number 

/api/mdm/devices/serialnumber/{serialnumber}/fin ddevice 
/api/mdm/devices/commands/finddevice?searchby= 
{searchby}&id={id} 

189 
General Profile 
(Common for all 
Device Platforms) 

/api/v1/mdm/profiles/platforms/{platform}/payloa 
ds/{payload}/getpayloadkeys 

/api/mdm/profiles/platforms/{platform}/payloads/{p 
ayload}/getpayloadkeys?contexttype={contexttype} 

190 
Get Device Profile 
Details 

/api/v1/mdm/profiles/{profileId} /api/mdm/profiles/{profileId} 

191 
Create Android 
Profile 

/api/v1/mdm/profiles/platforms/android/create /api/mdm/profiles/platforms/android/create 

192 
Create Apple 
Profile 

/api/v1/mdm/profiles/platforms/apple/create /api/mdm/profiles/platforms/apple/create 

193 
Update Android 
Profile 

/api/v1/mdm/profiles/platforms/android/update /api/mdm/profiles/platforms/android/update 

194 
Update Apple 
Profile 

/api/v1/mdm/profiles/platforms/apple/update /api/mdm/profiles/platforms/apple/update 
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